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Abstract—We investigate the state estimation problem in cyber-
physical systems (CPS) where the dynamical physical process
is measured by a wireless sensor and the measurements are
transmitted to a remote state estimator. It has been shown that
the estimation performance strongly depends on the wireless
communication quality. To enhance the estimation performance,
we apply the cognitive radio technique to the system and propose
a CHAnnel seNsing and switChing mEchanism (CHANCE) to
explore opportunistic accessibility of multiple channels. We con-
sider two types of wireless channels, i.e., one unlicensed channel
which can be accessed freely and several licensed channels which
have been pre-assigned to primary users. For the single-licensed-
channel case, we develop a necessary condition for the estimation
stability based on the physical process dynamics, channel quality
and the channel sensing accuracy. This condition becomes also
sufficient under certain conditions. We also derive the conditions
under which the estimation performance is guaranteed to be
improved by CHANCE. The above results are then extended to
multi-licensed-channel cases. Simulations based on a particular
linear system show that, the long-run mean estimation error
covariance with CHANCE is at least 63% less than that without
CHANCE. 1t is also shown that CHANCE outperforms the exist-
ing RANDOM mechanism in terms of estimation performance.

Index Terms—Cognitive radio; cyber physical system; state
estimation; stability condition; performance bounds

I. INTRODUCTION

The emerging cognitive radio (CR) technology which allows
dynamic spectrum reuses can significantly improve spectrum
utilization efficiency and mitigate the situation of spectrum
scarcity [1], [2]. With CR, unlicensed users can opportunis-
tically use holes of the licensed spectrum, by which the
communication quality of the unlicensed users is expected to
be improved. A considerable amount of literature has been
published that studies various aspects of the CR networks such
as spectrum sensing algorithms, network protocols, resource
allocation, and network security [3]-[5].

In this paper, we study the CR technology from a cyber
physical system (CPS) perspective. CPS systematically inte-
grate physical processes with sensors, actuators and efficient
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computation and communication modules to provide real-
time monitoring, control and other services. CPS facilitate
intimate interactions between human beings and the physical
world in a wide range of applications such as environment
surveillance, vehicular networks, industrial automation and
smart grid [6]-[10]. The close interplay between the cyber
and physical spaces often requires real-time operation, efficient
system resource utilization and security guarantee [7], [8].

In many CPS applications, sensor data often need to be
transmitted through the wireless media to remote units for
state estimation which plays a vital role in provisioning real-
time monitoring and control. For example, in a smart grid,
field sensors report real-time voltage and phase observations
to remote power generators which estimate the real voltage and
take certain actions in order to stabilize it within some desired
range [6]. Due to a variety of factors such as bandwidth limita-
tion, interferences from other wireless devices or environment,
and channel fading, wireless communications usually undergo
packet losses and delay which impose strict requirements on
the communication protocols as well as estimation and control
policies [11], [12]. Since the estimation mechanism relies on
the information received from sensors, packet losses strongly
affect the estimation performance. When a loss occurs, the
estimator will have to “guess” current state of the physical
process based on all historically received data, which will
introduce error to the estimation performance. Illustrations of
such effect are shown in Fig. 1 where we consider a simple
i.i.d. packet loss model. The first figure shows that a packet
loss will cause the estimation deviate from the one without
loss, and the deviation is enlarged when packets are lost
successively; the other figure demonstrates that the estimation
performance degrades as the loss rate increases.

The problem of state estimation stability under lossy wire-
less communications has attracted intensive research attentions
[13]-[16]. Considering the i.i.d packet loss model, Sinopoli
et al. prove the existence of a critical value for the packet
loss rate below which the estimation error covariance would
converge in the mean square sense [13]. The estimation stabil-
ity under a more complicated channel model with Markovian
packet losses has been studied in [14]. A class of more
general packet loss models based on semi-Markov chains is
investigated in [15]. In order to preserve the estimation per-
formance, sensor scheduling and transmission power control
methods have been proposed to improve the communication
quality [17], [18]. Basically, due to bandwidth limitation, a
single channel may be insufficient for estimating fast changing
physical processes. For state estimation with multiple sensors,



Chiuso et al. prove that the optimal estimation performance
under packet loss cannot be reached using a single bandwidth-
limited channel [19]. Liu et al. study the estimation stability
over multiple wireless channels by dividing the measurement
data and then transmit them through the channels separately
[20]. However, they focus on fixed communication structures
without considering channel dynamics.
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(a) Effect of packet losses

Fig. 1. Impact of communication quality on estimation performance, where
the physical process is the same as that in Section V.

(b) Effect of packet loss rates

We apply CR over multiple channels to enhance the state
estimation performance in CPS. While it is well noticed
that CR can effectively improve spectrum efficiency in the
communication regime, its ability has not been fully exploited
in the CPS domain. In the literature, only a few works have
investigated the estimation and control problems with CR. In
[21], Ma et al. propose an optimal estimation and control
algorithm and analyze the system stability conditions focusing
on a single licensed channel. The results have been extended
to multi-channel cases [22]. However, in their work, only one
licensed channel is sensed and opportunistically used for each
transmission, which is different from ours where both licensed
and unlicensed channels can be used. In addition, they do not
consider channel sensing inaccuracy which is a fundamental
problem for practical cognitive radio systems [23].

We propose a CR based CHAnnel seNsing and switChing
mEchanism (CHANCE) for state estimation for a class of
generic CPS with linear state dynamics. We aim to answer
whether and how the state estimation can be improved by
the new mechanism. Different from classical CR theories
which focus on network throughput, we emphasize on the
communication reliability and state estimation performance.
Our main contributions can be summarized as follows: (1)
We propose a new state estimation framework by taking the
advantage of the CR technology, and identify a novel packet
loss model. (2) For the case that only one licensed channel is
available, we derive a necessary condition for the estimation
stability which takes factors from both physical and cyber
spaces into account. This condition is also sufficient when the
observation matrix has full column rank. Moreover, this con-
dition is a generalization of existing results for either i.i.d. or
Markov packet loss models. (3) We obtain the conditions under
which the proposed mechanism can certainly improves the
estimation performance. Moreover, a pair of upper and lower
bounds for the mean square estimation error is determined.
The performance improvement in terms of performance ratio is
analyzed and the worst case ratio is derived. (4) We generalize
the above results to accommodate multiple licensed channels.
Corresponding stability conditions and performance bounds
are also derived. Numeric results are provided to demonstrate

the effectiveness of our proposed mechanism.

The remainder of this paper is organized as follows. The
whole system is modeled in Section II. For the single-licensed-
channel case, the state estimation stability conditions and
performance are studied in Section III. Extensions to multi-
licensed-channel cases are provided in Section IV. Section V
presents simulations results. Finally, Section VI concludes the
paper. To be concise, we present all main results in form of
theorems to which the proofs can be found in the Appendices.

II. SYSTEM MODELING

We consider a class of generic CPS where the physical
process has linear state dynamics. As shown in Fig. 2, a
wireless sensor periodically samples the physical process and
transmits its measurement to a remote estimator for state
estimation. There is an unlicensed channel, C'H,, which is
likely to be used by a large amount of wireless devices and
thus packet collision may happen frequently. Alternatively,
the sensor can opportunistically use the spectrum holes of
several licensed channels (sub-bands divided from a wide-band
channel), {CH;|i = 1,...,m}, each of which is restricted to
only a primary user (PU) that may not always occupy it. The
basic idea of CHANCE is to apply CR to use spectrum holes
of licensed channels for measurement transmission. Here, we
assume all the channels are mutually independent [24], [25].
We adopt the “listen before talk” strategy such that the sensor
performs channel sensing right before each data reporting time.

Physical
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Fig. 2. Overview of CHANCE.

In the following, we present system models, where the
main notations are listed in Table I. We adopt the following
convention: R™ is the n-dimensional Euclidean space. E[-]
and P{-} denote the expectation and probability of a random
variable, respectively. We use boldface letters in lower case
to denote vectors, and capital letters to denote matrices. For
any matrix/vector M, M’ and M* denote the transpose and
Hermitian transpose of M, respectively. [-]; denotes the i-th
entry of a vector, while [-];; denotes the (Z,7)-th entry of a
matrix. Tr(-) and p(-) denote the trace and spectral radius of
a square matrix, respectively. Denote S’} as the set of positive
semi-definite matrices of dimension nxn. VX € ST, Ayin(X)
and Apax(X) are its minimum and maximum eigenvalues,
respectively. VX,V € ST, X >V if X —Y € §7.

A. The Physical Process and State Estimation Algorithm

We consider that the physical process runs with the follow-
ing discrete-time state dynamics:

Xk4+1 = Axy, + Bay, + Wi, (D)

where x;, € R™ is the system state, a; € R™ is the control
action, w;, € R"™ is the system noise. As a typical and generic



Table 1

NOTATIONS
Notation Description
Xk, Yk System state and measurement of the physical process
CHy, CH; | The original channel and the i-th licensed channel,
respectively. ¢ € {1,...,m}
Lo, £; Packet loss rate on C' Hg and the loss rate on C'H; when
CH; is idle
T, T Sensor’s sampling period and channel sensing time
Siks 04k The channel state and channel sensing result of C H;.
s, B C'H;’s state transition probabilities. See (5)
Dd,i>Pf,i Correct detection and false detection probabilities, re-
spectively, for sensing C'H;

process model, Eq. (1) is widely adopted for describing the
state dynamics of power systems, smart grid infrastructures,
building automation systems, etc. [8], [22], [26]. The sensor’s
measurement y € R"™" is modeled by

yi = Oxp + vy, 2

where v, € R™" is the measurement noise. In the above, A, B
and C' are constant matrices with compatible dimensions. For
simplicity, we assume that: w, € R", v € R"”, and the
initial state x are mutually independent white Gaussian noises
with means 0,0,Xy and covariance matrices ) > 0, R >
0, Pyjo > 0, respectively; the pair (A,+/Q) is controllable and
the pair (A, C) is observable.

Kalman Filter based State Estimation: In each step,
we define a random variable v, € {0,1} to model the
wireless communication reliability. Specifically, v, = 1 if the
measurement packet is successfully received by the estimator
during step k, and v = 0 if the packet is lost. Define Xy ;1
and Xy, as the prediction and estimate of the system state at
step k, respectively. Denote the predicted and estimated error
covariance by Pyj—1 = E[(x) — Xpjk—1) (X — Xg—1)’] and
Py £ E[(xk — Xpopre) (x5 — Xp1)'], respectively. The Kalman
filter under packet losses runs recursively as follows [13].

Xplk—1 = AXp_1p—1 + Bay
Pyp—r = AP A+ Q
Xpe = Xpjp—1 + WKk (ye — CXppr—1) 3
Ki 2 Py 1C(CPyypC' + R)!
Pk = (I = vKk) Py

Based on (3), the predicted error covariance satisfies the
following modified algebraic Riccati equation.

P, = APk_1A/—’ykAPk_lCl(CPk_lc/—l—R)_lCPk_lA/—f—Q.

“)
where we define P, £ Pyx—y for convenience. We assume
that! Py € Sqg £ {S|9 € S1,S > Q}. We call the
estimation process is mean square error (MSE) stable if
sup, o E[Tr(Py)] < oo, where the expectation is taken over
the packet loss process {7k }x>0-

If the communications are perfect, i.e., v, = 1, Py con-
verges to a unique value [13]. The convergence may not hold
in the presence of packet losses. In the literature, the sequence
{Vk }x>0 is usually assumed comply with either an ii.d. or a
Markov chain distribution [13], [14], [27]. Nevertheless, with

ISince Po\o > 0, by the second line of (3), P, € Sq, Vk > 0. It is without
loss of generality to assume Py € Sg.

the CHANCE mechanism, the packet loss process is neither
1.1.d. nor Markovian as discussed in Remark 1. Therefore, we
derive new necessary and sufficient conditions for the MSE
stability of the state estimation.

B. CHANCE in the Cyber Space

The sensor is equipped with one antenna that can sense
the signals in the licensed and unlicensed channels. To handle
multi-channel sensing, sequential sensing (SS) and wideband
sensing (WS) are two candidate methods [3]. With SS, the
sensor scans the channels one-by-one until finding an idle
channel and then transmit its data on it. In this way, the sensor
can apply low-complexity spectrum sensing strategy, e.g.,
energy detection. In contrast, WS is able to handle multiple
channels at the same time; however, it usually requires the
sensor to be enough powerful for carrying out high-complexity
calculations [3], [28]. In addition, since SS only sense a subset
of all the channels in each round, it is likely to consume less
energy than WS. Therefore, we apply SS in our study.

As shown in Fig. 2, CHANCE runs as follows. In each
step, the sensor first scans the licensed channels following an
ordered channel index set Q,,,. It will stop sensing and transmit
packet through the first channel that is sensed idle (unoccupied
by its PU). If all the licensed channels in Q,,, are sensed busy,
the sensor will transmit over the original channel C'Hy. During
scanning, the channel sensing time spent on channel C'H; is
T;. Assume that 7; is small enough such that the maximum
scanning time will not exceed one step, i.e., Z;’;l < T,
and that the channel state does not change during 7;. Without
loss of generality, let Q,, = (1,...,m).

For each i € Q,,,, denote the state of C'H; at the time when
the sensor senses C'H; in step k as s;, € {0,1}. s, = 1 if
CH; is busy and s; ;, = 0 otherwise. Denote o, , € {0,1} as
the sensing result such that o; , = 0 if C'H; is sensed idle;
in this case, the sensor will switch to C'H, for transmission?2.
Conversely, o0, , = 1 indicates that C'H; is sensed busy. Once
a transmission on C'H; is completed, the sensor switches back
to C'Hy in order to minimize possible interference to the PU.

Channel Modeling: We assume that transmissions on C'Hy
suffer from i.i.d. packet losses with average loss rate /.
For each licensed channel C'H;, define its idle state loss
rate {; as the loss rate of packets transmitted on C'H; when
CH,; is idle, to account for factors such as path fading
and environmental noises. The PU’s activities on C'H; are
modeled as a continuous-time Markov process: the busy and
idle periods of C'H; obey exponential distributions with means
ﬁl and ﬁﬂ, respectively. In case w; 1 = 0 (or w; o = 0), CH;
becomes always busy (or idle). Under the hypothesis that w; 1
and w; o are known parameters, performing channel sensing on
a constantly busy (idle) channel is unnecessary. Therefore, we
assume w; qwj,0 > 0 in the sequel. The following proposition
derives the probability transition matrix ®; of C'H; where
(@] = P{sikt1 =1 —1s; = j — 1}. Its proof can be
found in Appendix A.

2We assume that there is another common control channel for the sensor
to inform the estimator to receive on C H; [29].



Proposition 1: {s; ;}k>0 forms a homogeneous Markov
chain with transition probability matrix

1— oy Q;
o, = P 5
{ pgi 11— /37'} ©)
where «; oogeo [l — et and 5 =
Wi, 1

S [1 — e (win +wi,0)T] .

Remark 1: Since w; 1w;o > 0, 0 < a; + 3; < 1. For finite
sampling period T, the sequence {(s; ,vx) : k > 0} forms a
hidden Markov process with s; ; as the hidden state and -y
as the observation [30]. Due to imperfect channel sensing (see
below), present packet loss rate may depend on all historical
data. In other words, the packet loss process under CHANCE
is generally neither an i.i.d. process nor a Markov chain,
making many existing results in the literature inapplicable.

Remark 2: Above we describe a simple model for CH;.
However, the results obtained in this paper also hold for more
general models, providing that {s; ;}r>0 is a homogeneous
Markov chain with known transition probability matrix ®;
and that 0 < «; + B; < 1. For example, the semi-Markov
model presented in [22] can be adopted to allow any given
homogeneous distributions of the busy/idle periods. In this
case, the transition probability matrix ® can be obtained by the
method proposed in [31]. We will compare the performance
of CHANCE and the strategy proposed in [22] in Section V.

Channel Sensing: There are a few channel sensing tech-
niques available, such as energy detection (which is simple
but has relatively low accuracy) and feature detector (which
is more accurate but requires prior knowledge of the PU’s
signals) [32]. To characterize the channel sensing accuracy,
we define two conditional probabilities, i.e., pg; = P{o; =
0|s;x = 0} and py; = P{o; ;, = O|s;x = 1}, as the correct
detection and false detection probabilities, respectively. For
perfect channel sensing, ps; = 1 and py; = 0. Generally, pg;
and py; highly depend on the sensing technique. It is worth
noticing that our results do not rely on any particular formulas
of the above two probabilities.

III. THE SINGLE-LICENSED-CHANNEL CASE

We begin with the simple single-licensed-channel case (i.e.,
m = 1) while extensions to general cases are presented in
the next section. In this section, we first study the conditions
for the estimation stability. Then we show how CHANCE
can expand the estimation stability region. We analyze the
estimation performance bounds and find the conditions when
CHANCE certainly improves the performance.

Suppose the licensed channel is C'H;. The suffix 1 indi-
cating C'H; in the above defined variables is dropped in this
section since the indication is clear. Denote the conditional
packet loss probabilities on the state of CH; by 1, 2 P{y, =
Olsy = 0} and ¥y = P{vyx = O|s;, = 1}. In case that CH;
is idle, the measurement packet will get lost with probability
equals to either ¢; (if the channel sensing result is o = 0
and thus the packet is delivered over CHy) or ¢y (if o, = 1
and thus packet is transmitted on C'Hy). Therefore, 11 can be
expressed below. The expression for i is similar.

{ Y1 = pali + (1 — pa)lo = ¥1(pa),
o =

0 6
pr+ (1 —pg)lo = a(py) ©

Note that the two equations in (6) are asymmetric because
a packet will get lost at rate ¢; under correct detection, but
will certainly lose under false detection. Define the sensing
matrix U 2 Diag{vy,v;} and the critical matrix ®V =
Y1l —a) (UpYel
1B Y2(1 = B)

of the critical matrix. [®W];; represents the conditional prob-
ability P{yx = 0,8, = j — 1|sg—1 =1 — 1}.

. Let 02 > o1 be the eigenvalues

A. Stability Conditions

Theorem 1: A necessary condition for the MSE stability of
the estimation applied with CHANCE is:

aap(A)? < 1. (7

Theorem 2: If C has full column rank, condition (7) is both
necessary and sufficient.

Remark 3: The above result is more general than some
existing conditions. For example,

1) in the special case with pg = py = 0, C'H; will never
be accessed, i.e., all the transmissions are carried out
over CHy with i.i.d. packet loss rate {y. In this case
P = o = ly,09 = Ly, and condition (7) reduces to
lop(A)? < 1 which recovers existing result in [13].

2) in the special case with ; = 0 and py = pg = 1, all the
transmissions are carried out over C'H; and the packet
loss process obeys Markov distribution with recovery
rate P{’}/k = 1|’yk_1 = 0} = P{Sk = 0|Sk_1 = 1} = .
In this case, 93y = 0,92 = 1 and 05 = 1 — 3. As a
result, condition (7) reduces to (1—3)p(A)? < 1 which
recovers the condition proposed in [14].

Remark 4: Condition (7) provides a joint condition for both
physical and cyber spaces. It can be interpreted as follows. If
we define 5 = (yx = 0, s,) which combines packet loss and
channel state, then the critical matrix is indeed the probability
transition matrix for the joint state S;. o5 can be viewed as a
measure of how frequently the measurement packets get lost,
while p(A) is a measure of how fast the system evolves [33].
1 — 09p(A) can be roughly interpreted as the rate of real-
time system information transmitted from the sensor to the
estimator, and hence condition (7) means that rate is positive.

For high dimensional systems, the matrix C' of a single
sensor may be a “wide” matrix and may not have full column
rank. However, our results still can be valid in some practical
cases. For example, if the sensor under concern is the head
of a cluster of sensors, it can gather measurements from them
and report the total information to the estimator. In this case,
the whole observation matrix C' will have enough rows to
have full column rank. For general C, it is mathematically
difficult to derive necessary and sufficient conditions for the
MSE stability. However, for a class of non-degenerate systems,
one can follow the methods in [14], [34] to derive the stability
conditions. The results are omitted due to space limitations.

In the rest of this section, we assume that the quality of C' H;
in its idle state is better than that of C'Hy, i.e., {1 < {y. If
otherwise, the sensor better stays on C'H, which reduces the
system to the conventional single channel case. Also assume
that C has full column rank for simplicity. We use superscript
t on the variables to indicate the case without CHANCE.



B. Stability Gain Analysis

Define the stability region ) such that VA € (€, the
estimation process is MSE stable. According to Theorem 2,
Q = {A|o2p(A)? < 1}. Define the stability region radius as
Q| £ maxca{p(A)} and the stability gain as n = % It
is easy to see that |Qf| = %O and Q| = \/% according to
Theorem 2. The following theorem characterizes the stability
gain for which the proof is omitted due to space limitations.

Theorem 3: The stability gain 7 is monotonically increas-
ing as the correct detection probability p, increases or the false
detection probability p; decreases. Moreover,

- Eo . 1 éO
”—ﬁﬁmm{mﬁ}- ©

The theorem shows that, in order to expand the stability
region (i.e., n > 1), we must have o9 < £y. Since /1 < £,
by Lemma 1, we know that o9 is monotonically decreasing as
either pg increases or p; decreases. Therefore, the condition
o9 < {y yields a lower (or an upper) bound of pg4 (or ps). The
upper bound in (8) is achievable if C'H; is a constant channel
(i.e., it is always busy or idle) and channel sensing is perfect
(i.e.,, pg = 1,py = 0). If CH, is always busy, the sensing
results will always suggest to transmit on C'H (with loss rate
£y) and thus n = 1; similarly, if C'H; is constantly idle, C'H;

Lo

will be always used and 7 = /7.

C. Performance Analysis

In this part, we analyze the estimation performances in
terms of the mean estimation error covariance Tr(E[Pg]). Wi
assume that both ¢ and o9 are less than (A2 A)2 since 0therw1se

either Tr(E[Py]) or Tr(IE[PT}) will grow to infinity based on
Theorem 2, making the performance comparison trivial.

Theorem 4: If 12 (1 — B) 4+ 118 < £y and the initial condi-
tions satisfy Pg = Py, then Vk > 0, Tr(E[FPy]) < Tr(IE[P,I]).
Moreover, if 12(1 — 8) + ¢1 8 < fo, the inequality is strict.

By (6), the condition t5(1— 8) + 18 < £ is equivalent to
prB(l— o) < pa(l—B)(¢o — £1), which yields an upper (or
lower) bound of py (or pg). For energy detection mentioned
above, this condition can be satisfied by appropriately tuning
the channel sensing time and detection threshold [3]. Hence,
Theorem 4 reveals that, under a mild condition, the estimation
performance is definitely improved by CHANCE. Note that the
improvement is guaranteed in very step.

In general, even though the mean error covariance E[FP}]
is upper bounded, it does not necessarily converge to a
unique steady state. Consider two sequences: {Py|P, =
(1 — ’Vk)APkflA/ + W(l - ’}/k)Jﬁ > 0,]50 = _.P()} and
{Pp|Py = (1 =) AL, A+ W (1 =),k 20, F = Ry},
where W (-) and W (-) are defined in Definition 1. Below we
show that these sequences are upper and lower bounds of
{Px}, and both of them converge to their unique steady states
in mean sense. Therefore, these two sequences facilitate us to
study the behavior of E[Py] over an infinite horizon.

Definition 1: Yq € |0, ﬁ), let us define the follow-
= Do @FATAR, W(g) = (1 -
'O)TMA + Q. and W(g) = (1 - AQ ' +

ing functions: G4(q)
Q) A(C'R™

C'R71C)~tA’ + Q, where the first function presents the
unique solution of Lyapunov equation® X = qA’XA + I.
The rest two functions are useful in determining upper and
lower performance bounds.

Theorem 5: Yk >0, P, < P, < P, and E[P,] < E[P;] <
E[Py]. Moreover,

lim TH(E[P,]) = Tr(B[P..))
=5TH(W (01)Ga(01) + (1 = O)Tr(W(02)Ga(2))  ©)
T Tx(E[Py]) = Tr(E[Puc]

=V )4(1) + (1= TV (7)Ga(02) (10

where § = 22— 71 <land 5y = 15 (Br + aw)sy). In case
p(A) > 1, both bounds Tr(E[POO]) and Tr(E[P..]) decrease
monotonically as the correct detection probability py increases.

Theorem 5 shows that the bounds relate to many parameters
involved in the physical process model, the channel model
and the channel sensing mechanism. It also gives a useful
guidance that increasing the correct detection probability is
always beneficial. Intuitively, increasing p; means the sensor
can accurately seize more opportunities to utilize the idle
portion of C'H;. Hence, the packet loss probability can be
reduced (since ¢; < {y) and the estimation performance can
be improved. Based on this theorem, we are able to further
quantitatively study how much the performance is improved by
using CHANCE. With the above bounds, we study the worst

case performance ratio @ £ %

Theorem 6: 1f 02 < (o and PO = P, Tr(E[P,]) <
Tr(E[P1 ), Tr(E[Ps]) < Tr(E[PL]), and the worst case
performance ratio is

T (WenGalor) T (W(e2)Galos)
P = O W (l0)Galhe) T O T (W (k)G A

Moreover, ¢, is a monotonic decreasing function of py.
The bounds in (9) and (10) are generally conservative
mainly because of the gap between W(-) and W(-) due
to the difference between A(C'R™IC)"!1A’ and A(Q™! +
C'R~1C)~1A’. However, since A[(C'R7IC)~! — (Q~! +
C'R7IC)1A" = A(C'R7IC) (I + C'R7ICQ)1 A, if
either the measurement noise covariance R is sufficiently small
or the system noise covariance () is large, the above gap
shrinks and thus the bounds become tight. In the extreme
case where R is zero, W(-) = W(-) = Q. Thus, the two
bounds coincide and the performance ratio can be determined.
To illustrate this, consider a class of special scalar systems
with R = 0. Both P, and P converge, and if P0 = P, the
performance ratio is Yoo = P#"’ = 511 f_?ﬁg +(1- 5)11 £0i2 <

PT
1—toA” \hich is clearly less than 1 if ¢
1=, A2 whnicn 1S clear y €SS an I o9 < 0-

IV. EXTENSION TO MULTI-LICENSED-CHANNEL CASE

In this section, we consider that the sensor can opportunis-
tically access multiple licensed channels. We first update the
critical matrix, based on which the stability conditions and
estimation performance analysis are then updated.

3~Let A= V/qA, we get the standard form of Lyapunov equation. Since
p(A) < 1, the finiteness and uniqueness of X is guaranteed.



A. The Critical Matrix d¥

Define mapping B,,(-) as follows. Vb € {1,...,2™}, there
exists a unique binary vector B,,(b) = [b1,...,by] such that
b= 301, 277b; + 1. In other words, B, (b) is the binary
representation of b— 1. Obviously, the inverse mapping B;,*(+)
also exists and is unique. For the m licensed channels, define
the channel state vector sy = [$1k,.-.,Sm.k|- Since each
channel has two states, sy has totally 2" possibilities, each of
which corresponds to a unique number in {1,...,2™} via the
mapping ;! (sy.). Define the channel state probability vector
Pt = [P1ks---,P2m k', wWhere ppg = P{sp = B, (b)} =
[T P{sir = [Bu(®)i}, ¥b € {1,...,2™}. Obviously,
Zizl py.i = 1. Based on py, we can define the new transition
probability matrix & whose dimension is 2" x 2™. Due to the
hypothesis of inter-channel independencies, each entry of ® is

(@i éIP>{Sk+1 = Bn(j)lsk = B?ﬂ(i)}

:HP{Sl,kJrl = [Bn(3)lils1,x = [Bm(i)]l}a (12)
=1

where i,7 € {1,...,2™}. Thus, one can easily prove that
D=0y @ Py @00 2 X) Py, (13)
i=1
where “®” represents the Kronecker product.
The sensing matrix ¥ is in the form Diag{t1,...,1¥am},

where Vb € {1,...,2m}, ¢ = P{y = Ols), = Bn(b)}.
Denote /7 as the packet loss rate on C'H; when it is in state
s:¢; =11if s =1 and ¢; = ¢; otherwise. Thus,

Uy =P {y, = 0[[s1,s-- s 5m,k] = B ()}
=P{o1x = 0|51, = bl}ﬁlil +P{o1 k=151 = b1}
x P{ogx = Olsap, = ba}05 + - +P{o1x = l[s1p = b1}
X oo X P{om—1k = 1Sm-1k = bm—1}
X P{om .k = 0|8k = b Jom
+P{o1 k=151 =b1} - P{omi = 1|$m.k = b }o

m ,i—1
= (H P{Oj,k = 1‘Sj,k = bj})HD{OUC = 0|5i,k = bl}ﬁfl
i=1

j=1

+ £y HP{Oi’k = 1|S¢,k = bq}

=1

(14)

where the second equality is based on the definition of sensing
sequence Q,,. P{o;x = 0|s; = b;} equals to pg; if b =0
and to py; if b; = 1. P{ojr = 1|s;s = b} =1 —-P{o;r =
0[sjx = bj}. Thus, ¥ and the critical matrix are obtained.

B. Stability Analysis

Theorem 7: For system (1) with the above channel sensing
schedule Q,,,, a necessary condition for the MSE stability of
the estimation process applied with CHANCE is

p(PW) p(A)* < 1. (15)

Moreover, (15) is also sufficient if C' has full column rank.
In the following, we assume that C' has full column rank
for simplicity. As mentioned before, extensions to a special
class of non-degenerate systems are possible but algebraically
complicated and thus are omitted due to space limitations.

C. Performance Analysis

Theorem 8: Let (i, = min{ly,¥q,..., ¢y} . With the
sensing schedule Q,,, the stability gain 7 satisfies

_ | KO . 1 / 60 16
n p(@\:[])émln{ H£1(1_6l>7 gmin}, ( )

Let /* 2 max{e,®Wu,Vi € {1,...,2™}}, where e; is a
2™ x 1 vector with [e;]; =1 and [e;]; = 0 for all j # i, u =
[1,...,1] ) «om. Similar to Theorem 4, the following theorem
establishes the relationship between Tr(E[Py]) and Tr(E[P]I D
for multi-licensed-channel cases. We focus on the nontrivial
cases that /5 < @ and (15) are satisfied.

Theorem 9: If ¢* < {y and the initial conditions satisfy
P} = Py, then Vk > 0, Tr(E[P;]) < Tr(E[P]]).

Theorem 10: Yk > 0, P, < P, < P, and E[P;] <
E[P;] < E[P:] where {P,} and {P;} are defined above
Theorem 5. Moreover,

THEP.)) = > [z/ (®W)’ uTr (M(Q)A”Ai)} ,
0

a7

(2

Tr(E[Px]) =

IF

Il
=)

[1/ (®0)’ uTr (W(Q)AliAi)} ., (8)

where v is the stationary state of the vector pg, o = 1—v'(I—
dW)u. If P} = P,

o (W/(0)Ga (p(@0)))
Tr (W.(£0)G.4(fo))
Remark 5: We focus on the scenario with one unlicensed

channel and multiple licensed channels; however, our results
are applicable to a wide range of scenarios. For example,
(1) CH, is Markovian: consider another channel sensing
order which differs from Q,, in that the sensor will directly
transmit packet through C H,, if CH,,_1 is sensed busy (i.e.,
Dfm = Pd,m = 1). If we deem CH,, as the original channel,
Theorem 7 is directly applicable to that the original channel
has Markovian packet losses. Moreover, suppose m = 1 and
deem C'H,, as the original channel; the scenario that the
original channel is Markovian and CHANCE is not applied
can be viewed as a special single-licensed-channel case. Then,
the estimation performance can be analyzed in the way shown
in Section III, and the results can be used to update Theorems
8-10. (2) Sensing multiple unlicensed channels: if the state
dynamics of the unlicensed channels can be modeled by
homogeneous Markov chains as shown in Proposition 1, one
can see that our results are seamlessly applicable. In particular,
an i.i.d. channel model is a special Markov model with
a+ B = 1; in this case, it can be easily seen that the proofs of
our theorems are still valid, and hence the theorems hold when
multiple i.i.d. unlicensed channels are sensed by CHANCE.

19)
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V. SIMULATIONS

In this section, we evaluate the performances of the pro-
posed mechanism based on a CPS with the physical process
described by (1). We adopt the same parameters as in [13]:

[1.25 0

1 11 and Q = 20155. The sensor measurements



are described by (2), where C' = I5x2, R = 2.51544, and the
sampling period T' = 1. The average loss rate on the original
channel CHy is {o = 0.5. On licensed channel CH;, the
average busy and idle periods are %1 = 0.35 and %0 =0.3,
respectively. By Lemma 2, we have & = 0.537 and ﬁhz 0.461.
The measurement packets transmitted through C H; during its
idle state will experience a loss rate ¢; = 0.05. The correct
and false detection probabilities are pg = 0.8 and py = 0.3,
respectively. Thus, the largest eigenvalue of the critical matrix
PY is 09 ~ 0.415 < {y < p(ﬁ. Hence, the Kalman filter
based state estimation is stable in mean square sense either
with or without CHANCE. However, the two cases achieve
different performance in terms of Tr(E[P]). As shown in Fig.
3(a), CHANCE achieves much better estimation performance.

Fig. 3 shows the performance bounds obtained in Theorem
5. First, we observe that the bounds are tight in our simulation
case. Without CHANCE, it is well known that the estimation
error covariance diverges if £ is larger than ﬁ =0.64. In
contrast, with C H; and CHANCE, the critical value increases
significantly, i.e., the requirement for estimation stability is
relaxed. From Fig. 3(b) we observe that CHANCE improves
the estimation performance when ¢y > 0.34. In fact, when
ly > 0.34, both g9 < £y and ¥o(1 — B) + 18 < £y are
true. Hence, by Theorem 4 and Theorem 6, the estimation
performance is guaranteed to be improved. However, the figure
also shows that there is a performance degradation when ¢y <
0.34 such that the quality of C'H is much better than that of
C H; (the packet loss rate on C'H is lower than that of jointly
using CHy and C'Hy). This can be solved by improving the
channel sensing accuracy as implied by Theorem 6.

m-out view

‘with CHANCE
- - ~without CHANCE|

without | i 2
CHANCE [ CHANCE]|

1 702 03 04 05 06
o

(a) Performance comparison
Fig. 3.

(b) Performance bound comparison

Performance comparison between with and without CHANCE.

More licensed channels will provide higher opportunities for
the sensor to successfully transmit its measurement packets.
To illustrate this, we introduce m licensed channels to the
system and each of them has the same property as C'H;
mentioned above. The correct and false detection probabilities
over them are also set the same. The performance bounds
and performance ratio obtained in Theorem 10 are shown in
Table II, where m = 0 indicates the case without CHANCE.
We can observe that: 1) with CHANCE, the upper bound
and the relaxed upper bounds are quite close in all cases.
2) The worst case performance ratio is less than 36.68%; in
other words, the mean square estimation error is reduced by at
least 63.32%. 3) The performance is obviously improved by
introducing to CHANCE more licensed channels. Whereas,
such performance improvement becomes less significant as m
increases. Therefore, if the cost (e.g., energy expenditure) for
channel sensing and switching is a concern, the sensor only

needs to sense a few channels before each transmission.

We also conduct simulations to compare CHANCE and the
mechanism (which we call as RANDOM) proposed in [22].
With RANDOM, in each step, the sensor chooses the same
channel to sense if the channel is found idle in previous step;
otherwise, it randomly chooses a different licensed channel
to sense. To be comparable with CHANCE, RANDOM is
enhanced by adding the original channel in the way that the
sensor transmits data on the current channel if it is sensed idle
and on the original channel otherwise. From Fig. 4 (where
m = 3), we can see that CHANCE outperforms RANDOM.
This is because, in each step, RANDOM senses only one
channel while CHANCE may sense more; hence CHANCE
gets more opportunity for transmitting during the channels’
idle periods. Moreover, as expected, the estimation error is
reduced monotonically as the correct detection probability
increases in both mechanisms, which is shown in Fig. 4(b).

. [+~ CHANCE (imperfect sensing) b 8- CHANCE (p=0)
- Eamgg((m;ervec sing) -0 CHANCE (p=0.3)
p— perfect s¢ kY A CHANCE (p =0.5)
--- RANDOM (perfect sensin 15008 L RANDOM (=0
\ g
A -4 RANDOM (p;=0.3)
—5-RANDOM (p=0.5)

1000|
.

Mean error covariance
g
8

(a) Estimation error covariance. (b) Impact of sensing accuracy.
Fig. 4. Performance comparison between CHANCE and RANDOM [22].

VI. CONCLUSION

We have studied the state estimation problem in a class of
CPS with linear process state dynamics. Based on the cognitive
radio technology, we propose the CHANCE mechanism for
the sensor to opportunistically access licensed spectrum for
data transmissions. We develop new necessary and sufficient
conditions for the estimation stability in mean square sense.
For a special class of systems, we show that the estimation
stability region is expanded by CHANCE. We also obtain a
pair of upper and lower bounds for the estimation performance,
and prove that they are monotonically decreasing as the
correct detection probability increases. Explicit mathematical
expression for the worst case performance ratio is derived.
We also extend our results to accommodate any number of
licensed channels. Simulation results show that the estimation
performance is dramatically improved by CHANCE.

APPENDIX
A. Proof of Proposition 1

Due to the Markov property of the PU’s activities on
CH;, the sequence {s;j}r>0 is a homogeneous Markov
chain, and the steady distributions are P{s;, = 1} =
o and P{s; = 0} = 32—, respectively. Con-
sider the continuous-time channel state s;(t). According to
Kolmogorov’s Backward Equations, 851? (t) = GO;(t), where
[@:(1)] £ P{s;(t) = I|si(0) = j}, and the generator

—Wi0
Wi, 1 —Wi,1

®; = ®;(T) = €T, which finally yields (5).

matrix is G = according to [35]. Then,



Table II

PERFORMANCE BOUNDS AND WORST-CASE RATIO.

Number of licensed channels m 0 1 2 3 4 5 6 7 8
Lower bound Tr(E[P__]) 847.8 306.27 215.93 187.10 175.64 170.65 168.39 167.35 166.86
Upper bound Tr(E[Pso]) 857.89 | 310.78 219.37 190.18 178.57 173.52 171.23 170.17 169.68

Worst case performance ratio by (19) 100% 36.68% | 2590% | 22.45% | 21.08% | 20.48% | 20.21% | 20.09% | 20.03%

B. Proof of Theorem 1

We first introduce several useful lemmas.

Lemma 1: 0y = (<I)\Il) and 015 = 2[1(1 — @) +
1/)2 :F \/ 1/)1 1 — Oé ’(/)2(1 — ,B)]Q + 4¢17,[}20[ﬁ]. More-
over, both o1 and o9 are monotonically increasing as either
11 or g increases. If ¢4 < fg, €1 < iy < fy < ihy < 1.

The following lemma models the packet loss process under
CHANCE. Vk; > 0 and Vky > ki, denote successive packet
losses as 7y(k1,ke) = 0 which means {yr, = 0,7k 41
0,...,7, = 0}. Define matrix M, with each entry [M];;
P{sp =7 —1,7(1,k) =0|sp =i — 1}.

Lemma 2: M, = (@\Il)k, Vk > 0. Moreover, Vk; > 0 and
Vky > kq, 351,]@1 S [—51,51] and €2k € [§27§2] such that
the successive packet loss probability is P{y(ki,ks) = 0} =
£1 kla’fﬁl*kl + 627;61052“71“, where £;,¢e, and &, are all
finite positive numbers.

Proof: Yk > 0, from the definition of matrix My,

[Mg]i1 =P {sx = 0,51 = 0,7(1,k) = 0]sp = 0}
+P{sp =0,s,_1 =1,7(1,k) =0|sg = 0}
=P{v =0,5, =0]sx—1 =0,7(1,k — 1) = 0,50 =0}
X [Mg-1]11 + [Mg-1]12
X P{ve =08, =0|sp—1 = 1,7(1,k — 1) = 0,50 = 0}
=P {% =0,5, =0|sp—1 =0} [Mr_1]11
+P{yk =05, =0|sp—1 = 1} [My_1})12
= 1 [ @11 [My—1]11 + V1 [P]o1 [My_1]12. (20)
where the third equality is because of the Markov property
of the channel state. The other three entries of M} can be
similarly obtained. Then, we have M; = M;_19V. By
definition, My = I. Hence, My = (®W¥)*. Moreover, there
exists an invertible matrix F,, such that ®U = F, A F~ L
where A, = Diag{oy,02}. Therefore, M = F,AXF-1.
Define the channel state probability vector px = [po k, P1.k’s
where pp i, = P{sy = blb € {0,1}}. Then, the successive
packet loss probability can be written as P{vy(ki, ko) =
0} = P{v(k1,k2) = Ofsk,—1 = 1}p1g—1 + P{y(k1, k) =
O‘Skl—l = 0}p0,k1_1. Thus,
P{y(k1, ko) = 0} = P{y(1, k2 + 1 — k1) = 0[so = 1}p1,x, -1
+ P{’Y(L ko +1— kl) = 0‘80 = 0}}90‘;@1,1
= ([Miyt1—k1)21 + [Miyt1—k, )22) P11
+ ((Myy41—ky 11 + [Mry+1—k1112) Dok —1

>l

= Pi, 1 Mryt1-r,u=pj,_ FLARTTRF 2D
_ tiz—o1+ (Y2 — 1) 2P0,k —1 shati=h
09 — 01
L 02= Y12 — (P2 — ¥1)2po k, —1 phat1=ky
02 — 01
= e k1012+1 k1 + €2, U§2+1 k1 (22)

where u = [1,1]" and z = 1 — o — . The boundedness of
€1k, and €9, is clear since pg r—1 € [0, 1]. [ ]

Lemma 3: YA € R" ™ and Vk > n, (1) there exist
¢ > 0 and ¢, > 0 such that (1p(A)%* < Tr (AFA™) <
(k™ p(A)?F. (2) Vo > 0 and VS € Sg where S, is defined
in Section II-A, 3(3, (4 > 0 such that

k—1
Z Tr (0’ A'SA")

C lf Up(A)Q - a
{(i!a Fp(A)?R — o p(A)?"|,  if op(A)? # 1 (3

Proof: (1) Let Ay, ..., Aq be the distinct eigenvalues (may
be complex) of A where p(A) = |A1] > |[A2] > -+ > [A4].
There exists an invertible matrix F'4 such that A = F4JF _1,
where J is the Jordan canonical form of A with each block
J; € C™i*™i corresponds to \;. Moreover, Vk > n;, we have

(2

AR (nb_l),\k ni+1
Jk = :
Ak
ni|Ai|?F < Te((JF)HTF) < n2k?m | APt

Let & = Ain((FA)"F) i FLHEFENHT) > 0
and ¢ = /\max((FA)HFA)/\maX(Fgl(F_I)H) > 0.
Then, Tr(AFA'*) = Te(FaJ FH(FH (JR)H (Fa)H) >
QY Te((JHHTE) > Gip(A)?F where (1 > 0. Since
Tr ((J))7IF) < Wk% IAif?F < Wk%lx\ﬂ%
for |N;| > 0 Tr(AkA’k) < G L Te(JR TR <
CQan‘)\1|2k -1 W < CQan (A)Qk, Where CQ > 0
and |\g T

() TsTs > 0 where I's = [VS,AVS,..., A»~1/S].
Vk > n, 3h > 1 such that k& € [hn, hn + n). By Lemma 3,
S Tr(o iAiSA/i) > Y Tr(om AT T A >
Amin (s )t Z] So o p(A) I op(A) =L
E|§3 > 0, Zi: ( ZAZSA”) > h)\min(FSF{S)Cl > C3k
Otherwise, if op(A)® < 1, S Tr(ot 4TS AT >
Amln(FSFS)Cl% Z 4-4(0.np(A)2n - Ukp(A)Qk)
where ¢4 > 0. Similarly, if op(4)? > 1,

L Tr(o AISAT) > Galot p(A)? — o p(A4)27) n

Lemma 4: VA € R™*™ and VS € Sq, under the packet
loss process {7 }r>0 described in Section II-A, the sequence
{Xk|Xk = (lf’yk)AXk_lA/#*S, Vk >0,Xp € SQ} is stable
in mean sense iff. oop(A4)? < 1.

Proof: Yk > 0, we have Xk =(1—y)AX,_ 1A+ S =
[Ty (1) A XA 4 3000 TT gy (1= 7y) ATS AT 4.5,
Taklng expectation at both 51des yields




k—1
E[Xi] = > P{y(k+1—ik) =0}A'SA"

im1
+P{y(1,k) = 0} Ak X A" + S
k—1 ' -
= Z (e1,k41-i01 + E2,041-i05) A'SA”
i=1

+ (e1107 +ea,105) AP XgA* 4+ 8 (24)

1) Sufficiency: By Lemma 2, we have Tr(E[Xj]) <
Tr(S)+(81+82) o8 Tr (AF Xo AF) + 3K oiTr (A1S A7) <
Te(S) + (& +  &)[Te(S) Zf} M (o2p(A)?)"  +
Tr(Xo)k* (o2p(A)2)F]. If 02p(A)? < 1, 3e € (02p(A4)2,1)
such that k*" < _—f(k — 1)>" holds for all

E o> ko= [%+1>1.Thus,Vk>E,

k2" (a3p(A)?)*

<“2§((/1?2: D7 (ap(APF < e <
E LR (o AP
12 (0ap(A)?)]

< oo and ZZ 11 i"(o2p(A)?) <

+ B (oap(ADET 6 <

L (0ap(A)?) + B (0ap(A)P)EE < o
Therefore, oap(A)
Supg>o Tr(E[Xk]) <

< 1l is a sufﬁculents condition for

2) Necessity: Above we know that 5 > g5 > 0 and
also o > |oy| > 0. Hence 3k’ > 0 and & > 0 such
that Vk > k', —&1(2)% + &, > €. Hence, Tr(IE[Xk]) >
Y (L ha1—ioteanp1—ioh) Te(ATSA") > ST (—a10t +
£,05) Tr(A'SAT) > B + & (o 1A’SA”), where
X = Zkzz (=10} + 2505 — €'oh) Tr (A'SA") — 'Tx(9).
supk>OTr(IE[Xk]) > @supgsok + X = oo if
o2p(A)? = 1. Otherwise, sup,~,Tr(E[X;]) > X +
€'Casupy>g |05 p(A)% — 0% p(A)>" . Apparent, the finiteness
of the righthand side of the above inequality requires
o2p(A)? < 1. Therefore, o9p(A)? < 1 is a necessary
condition for supj~q Tr(E[X]) < oo. [
The predicted error covariance Py, is lower bounded by [13]

[\

Py > (1 —w)AP, 1A'+ Q. (25)
Then, based on Lemma 4, Theorem 1 can be proved.
C. Proof of Theorem 2
First, it is easy to verify that (P, ', +C'R71C)"'C'R™! =

Py 1C'(CP,_1C"+R)~L. Then, after simple matrix manipu—
lations, P, can be written as (1 —;)APy_1 A" +v, AP, 1 +
C'R7'C)7'A’ + Q. If C has full column rank, (P, ' +
C'R71C)™1 < (C"R7'C)~! < 0o since Py > 0. Therefore,

P <(1 =) AP, A+ W (26)

with W = A(C'R™'C)~'A’+Q. By Lemma 4, 53p(A)% < 1
is a sufficient condition for MSE stability of the Kalman filter.
Combined with Theorem 1, the proof is thus completed.

D. Proof of Theorem 4

Define following two maps £, R : S} — S}. L(X) =
AXA + Q and R(X) = AXA' + Q — AXC'(CXC' +
R)TICXA'. V¢ > 0, by definitions of 11 2, and 3,

[P){P;H_l > (b[}
=P{L(Py) > ¢I, s, = 0}p1 +P{L(Px) > @1, 51, = 1}ty
+P{R(Pyx) > ¢I,s, =0}(1 —1)
+P{R(Px) > ¢I,s, =1}(1 — o)
=P{L(Py) > ¢I,51—1 = 0}[th1(1 — @) + 120
+P{L(Pk) > oI, 511 = 1}[th2(1 = B) + 91 5]
+P{R(P) > &1, s5—1 = 0}[(1 — ¢1)(1 — ) + (1 — ¢2)]
+P{R(Px) > &1, s5—1 = 1}(1 — ¢p2)(1 — B) + (1 —¢1)f]
=P{R(Py) > ¢I,sp—1 =0} + P{R(Px) > ¢I,s,_1 = 1}
+ 1 (1 — ) + Yoo {P{L(Py) > ¢I, 5,1 = 0}
—P{R(Px) > ¢I,sK,-1 =0}}
+ [2(1 = B) + Y1 B{P{L(P) > &I, 851 =1}
—P{R(Py) > ¢I,s,-1 = 1}},

NI e T

Since o+ 8 < 1 (by Remark 1) and 97 < v (by Lemma 1),
P1(1 — ) + Yo = Py + (Y2 — Y1) < 1 + (Y2 — P ) (1 —
B) = 21 = B) + Y18 < £y. Also noticing that, VX € ST,
L(X) > R(X), we have

P{Pyy1 > oI}
<P{R(Py) > 61, 511 = 0} + P{R(P) > 61, 551 = 1}
+ Co{P{L(P;) > ¢I,sx—1 =0}
—P{R(Py) > ¢I, 511 = 0}}
+ Co{P{L(P;) > &I, 851 =1}
—P{R(Px) > ¢I,s6-1 =1}}

=0P{L(Py) > ¢I} + (1 — £o)P{R(Py) > ¢I}, (27)

We now apply an induction argument to show that P{P; >
oI} < ]P’{PJr > ¢I}. Clearly, it holds for £k = 0. Suppose
it holds for k > 0, then, P{P,; > ¢>I} < LeP{L(P) >
oI} + (1 — L)P{R(P]) > ¢I} = P{P[,, > ¢I}, where
the inequality holds due to the monotonicity of both £(-) and
R(-) (see Proposition 1 in [27]). Therefore, P{P, > ¢I} <
P{P/ > ¢I} and hence P{Tr(P;) > ¢} < P{Tr(P}) >
¢} hold for all k¥ > 0. Furthermore, according to [27],
E[Tr(Pp)] = [, P{Tr(P:) > ¢}dg. It is not difficult to
see that E[Tr(Py)] < ]E[Tr(PT)] which proves the first part
of this theorem. For the second part, if R > 0,Q > 0, we
have P, > 0 and L£(P;) > R(F). Combined with that
Pa(1 — B) + 1018 < £, the inequality in (27) becomes strict,
which finally leads to that E[Tr(Py)] < E[Tr(PkT, ).

E. Proof of Theorem 5

We first introduce two lemmas, following which the proof
of Theorem 5 is straightforward. YIW € S, and Vgq €
[O,W%)Q), define Ha(g, W) > " AFW (AF)'. Ob
viously, Ga(q) = Hua(gq,I), where Ga(q) is defined in
Definition 1. H 4(g, W) is the unique solution of Lyapunov
equation X = gAXA'+W.Vz € (0,1), define another series
Zk(z q7w) fo k+1—i 1A1WA/1

Lemma 5: Ha(q,W) and Zj(z,q,W) have following
properties: (1) Ha(g, W) is finite and monotonically increases
as ¢ increases. (2) If p(A) > 1, VIV, W5 € S4, Hal(g, (1 —



q)W1 + W5) is monotonically increasing as ¢ increases. (3)
1imk_,oo Zk(Z, q, W) =0.

Proof: (1) Since q € [O,M—i)z), the first property is
obvious. (2) Let X = (1 — q)Ha(g, W). First, by a similar
technique as in the proof of Lemma 4, we can show that

%—Z( is finite. It can be seen that X is the unique solution

of X = gAXA' + (1 — )W, which gives X — W =
qA(X W)A" + q(AWA" — W). Since AWA" — W >
0, X —W > 0 and hence AXA" — W > 0. Taking
derivatives at both sides of the above Lyapunov equation
for X, we have 2X = AaX A"+ AXA' — W. Therefore,

- dq
%—)q( =3, qkAk(AXA’ W)A’k > 0, which proves the
monotonicity of X. Then, we can prove the statement by
noticing that Ha (g, (1 —q)W1 +Wa) = (1 —q)Ha(q, W1) +
Halg, Ws). 3) Since z € (0,1), Z(z,q, W) < H(qg, W) <
0. Z(z2,q, W) = 2Zp(2,q, W) + 2g" 1AW AR+ As
kE — oo, 2"t ARFIWARTL 0 and Z.(2,q, W) =
225(2,q,W). Therefore, Z.(z,q, W) = 0. |

With a little abuse of notation, we define sequence
{Xk|Xk = (1—7}€)AX]€,1A/+’7]€W+Q, W >0,Xg € SQ}

Lemma 6: For the above sequence {X}, we have: (1)
{X\} is stable in mean sense iff. o2p(A)? < 1. (2) If
oap(A)? < 1, {E[X}]} converges to a unique value E[X ],
with Tr(E[X]) = 0Tr([(1 — o1)W + Q]Ga(o1)) + (1 —
NTr([(1—o2)W +Q]Ga(02)). B) If p(A) > 1, both E[X ]
and Tr(E[X ]) are monotonically decreasing as p, increases.

Proof: (1) It follows directly from Lemma 4.

(2) Given any poo € [0,1], VE > 0, by the definition of
®, we have por, = (1 — @)pox—1 + BP1,k—1 = 2P0,k—1 + 5,
where z,pg 1, and pq . are defined above (22) in the proof of

Lemma 2. By induction, por = (oo — aiw)z + oﬁﬁ and
D000 = Substltutlng Do,co into (22) and let ko = ky =k,

by several s1mple manipulations, we get ¥ = khm P{v, =
—00
0} = a%_ﬁ (BY1 + arbe). Substituting the above equation for

Do, into (22) yields 1, = 5+ 2% and egy, = 1—-5—8"2%1,
(¥2—1)(po,0—

B
where §' = —— ot 5). Similar to (24), we have
E[X:] = E[(1 — v)AX) 1 AT+ E[n]W + Q
= P{y(1, k) = 0} A" Xo A" + E[y]W + Q
k—1
+ ) [P{y(k+1—i,k) =0}A'QA"+
1=1

(P{y(k+1—i,k) =0} — P{y(k —i,k) = 0}) A'WA"]

= (61’10'1C + EQJO'];) AkXoAlk + (1 — ’V)W + Q
k=1
+ Z[(&,kﬂ—iai + o kr1-i05) A'QA" + (e1,k41-i0}
i=1

) I i )
+52,k+17i0'§*51,k7i0'1+ — €2 k— 10§+ )AZWA”} (28)

As k£ — oo, (&:Llalf—|—527102)A’“XOA}C converges to 0
since |o1]p(A)? < 02p(A)? < 1. Consider the following
series Where S e {Q, W} ZZ “erpp_i0h)AISA =
52 7,AzSA/1 + (5'25 Olzk-i-l i zAzSA/z (6 +
§'z k“)S As k — oo, 2 0t AISA" = Ha(o1,S) (see
Definition 1). By Lemma 5, limy_, o Zf:o RHL=igt AT AN,
Thus, the above series converges to §(Ha(o1,S) — 9).

Similarly, the series Y% (c,51-i0%) A’SA’ converges to
(1—10)(Ha(o2,S)—S) as k tends to oo. Then, after several
manipulations, (24) tends to E[X | = 0Ha(o1,(1 —01)W +
Q)+ (1—0)Ha(oz2,(1—02)W+Q) as k — oco. Taking traces
at both sides of the above equation and noticing the fact that
Te(Hae. W) = Te(W 52, q* A% AY) = Te(WGa(a)).
we can prove the second statement of this lemma.

(3) First, E[XOO] is monotonically increasing as v in-
creases, i.e., 5 - w E[X o] > 0. One can prove this by using the
second statement of Lemma 5 and the facts that 8815 <0,
31‘21 > 0 and ‘91‘22 > 0. Then, since v is monotonically
decreasing as pq increases, E[X ] (and also Tr(E[X])) is
monotonically decreasing as py increases. [ ]

Similar to (26), if C has full column rank,

Py =(1 — ) AP 1A' + AP, + C'RTIO) A +Q
<(1 =) APy 1 A"+ AC'RTIO) A + Q. (29)

Thus, P, < Py and E[P;] < E[Py]. The lower bound P, of
Py can be proved similarly by noticing that P, > Q. Then,
Theorem 5 can be proved by applying Lemma 6.

FE. Proof of Theorem 6

According to Remark 3, the case without CHANCE (where
packet losses obey i.i.d. distribution) is equivalent to the case
with CHANCE and pa = py = 0. In this case, wl = wz =
0’; =5 = 4, 01 = {yz, and 6" = 0. Thus, the bounds of
Tr(E[P]) as in (9) and (10) reduce to

{ Tr(E[PL)) = Tr(W(lo)Galto))
Tr(E[PL]) = Tr(W(£)Ga(lo))

If 05 < £y, TH(E[P,]) = (1 — §)Tr(W(02)Ga ( 2)) +
STe(W(01)Ga(01)) < Tr(W(02)Ga(02)) < Tr(E[PL]). b
Lemma 5. Similarly, Tr(E[P4]) < Tr(W (£9)Ga (o)) Then
(11) can be proved based on (30) and (10).

(30)

G. Proof of Theorem 7

Lemma 7: With the channel sensing schedule Q,,, the se-
quence {Xk|Xk = (1 —’}/k)AXk71A/+S,Vk > O,Xo S SQ}
is stable in mean sense iff. p (PW) p(A)? < 1.

Proof- Define matrix M, € R?"*2" where Vi, j € M,
[Mi]i; & P{se = Bm(j).,7(Lk) = Olso = Bn(i)}.
Following the very similar way as in (20), we can prove that
[Mk]w = Zl I[Mk 1]11[ ]l]wy Therefore, Mk = Mk_lq)\lf.
Moreover, since My = I, M; = ((I)\I/)k. Similar to (21),
P{y(k1,k2) = 0} = pj, _,(@¥)*2+1=Fu holds true for all
ki1 >0 and ko > kq.

1) Sufficiency: According to Lemma 3, 3¢} > 0 such that

P{y(k1, k2) = 0} = Tr(upj, s My,+1-,)
§\/Tr(pkl,1u’up;c \/Tr
< Qm(Zpb,k1—1)2\/TY(M,'Cﬁl,kleﬁl—kl)

b—1

((I)\I,)k2+1—k1

ko+1—kq Mk2+1 kl)

<28 (ke +1—k1)? p



m—1 i—1

where the first inequality is based on the Cauchy-Schwarz b,
inequality, while the last one is based on Lemma 3. Therefore, Vo = z; (H Plojk =1lsjx = })P{OZ’k Ol = bi}l;

j=1
Tr(E[Xk]) = P{7(1, k) = 0} Tr(4*XoA™) . o
o1 + min{fy, £, } H P{o;r =1|s;r =b;},
+ ) P{y(k, k+1—1i) = 0}Tr(A'SA") + Tr(S) g=1
i=1 and the equality holds only when pg,, = 0 if {5 <
< 2%<ék2mp(q>q;)k Tr(AF X A™) ly, or pgm = 1 1if ¢y > {¢,,. Continuing applying this
b1 method to {b,_1,...,b1}, we finally get that ¢, > £
= 2 i i G Al if b = 2™ and %, > {lnin otherwise. Thus, p(P¥) >
+22¢ ) 2 p(PU) Tr(A'SA™) + Tr(S) ! _ b min O .
; p((I) Dzag{O, ce ,0,50}) = fo Hi:l(l —1ﬂi), if Emin = 0.
< Q%CQCQTr(XO)k:ZmH” (<I)\Il)k (A)Qk In this case, the stability gain n < ey Otherwise,
b1 if i > 0, by Lemma 8, we have p(®¥) > p(lpnin®) =
+23 GGTr(S) Y i T (W) p(A)* + Tx(S). ﬁmmp(& 1Px) = buin [[2 p(®k) = Luin. Thus, n <
i=1 me In sum, (16) holds and thus the theorem is proved.
Similar to the proof of Lemma 4, a sufficient condition for
supy,>o Tr(E[X;]) < oo is p(®V) p(A) < 1. I. Proof of Theorem 9
2) Necessity: Because a; + f; < 1, P{s; 41 =1} = (1 - Similar to the proof of Theorem 4, we have

Bi)P{sir = 1} +a;P{si =0} = (1—a; —B;)P{si = 1} +
a; > «; and also P{s; y41 = 0} > f,. Therefore, Ipmin > 0 P{Py11 > ¢I} = P{L(Py) > ¢,y = 0}

such that Vk > 1,pp 5 > [/~ min{c;, B} = Pmin. Then, +P{R(Py) > oI,y = 1}
om gm
— = > AP{L(Px) > &1,s,-1 = Bin(b)} ) [Mi]y
P{’Y(klv k2) - 0} > Pmin ; ; Mk2+1 kl ;{ ;

+P{R(Px) > oL, 511 = B (D)} ([®]os — [M1]s)]}

B B
>Pminy | 2 D[ My i1-5, 13, P

b=1 1=1 om
— _ /
- pmin\/TI‘ (M/::2+17k71 Mk2+1—k1) > pminCip (qnp)k?‘rl kl ; - b_Zl{P{E(Pk) = ¢I7 Sk—1 = Bm(b)}ebCI)\I/u
where (] > 0 and the last inequality is from Lemma 3. Then, 2
the necessity is obvious. [ +P{R(Py) > ¢l 811 = Bm(b)HZ [@]5i — e} ®Wul}
i=1

In view of the above lemma, Theorem 7 can be similarly .
proved based on (25) and (26) which have been used to prove .
Theorems 1 and 2. _Z{P{R(Pk) > 06 sp-1 = Bm(b)}

+ e, @Wu[P{L(P;) > ¢I,s,_1 = B (b)}
H. Proof of Theorem 8 —P{R(Pr) > ¢I,8p-1 = Bn(b)}] }

Lemma 8 ( [36]): For any two square matrices X,Y € - 2"
R™*M, p(X) > p(Y) if for all possible i, j, [X]i; = [V],; = 0;  SPAR(PY) > oI} + £ [P{L(PL) > ¢L,86-1 = Bun(b)}

P(X ®Y) = p(X)p(Y). b=t
Vb e {1,...,27), if by, = 1, from (14) we have —P{R(PY) > ¢ 851 = Bu(b)}]
—P'P{L(Py) > oI} + (1 — I)P{R(P}) > I}
o = [y + Lo(1 = prom H Plogs = 1lsie = b} SLPLL(PY) > 6T} + (1 — L)P{R(Py) > 61},
j=1

2"71
1 il where we have used the fact that > 7 | [®];; = 1,Vb €

y 1,...,2™}. In the same way as in the proof of Theorem
Plo.. =1 .,:b.)]p ik = 0ls; :biél»)‘ {1, )
+ Z (H {O] ok |S] ok J } {0”k |Sk ) v 4, the proof of the current theorem can be achieved.

[

Jj=1

1=
m—1 i—1

> (H P{ojr =1|sjr = bj})IP’{oi,k = 0|sip = b £ J. Proof of Theorem 10
=1 =t In the proof of Lemma 6, we show that Vk > 0,pg; =
! (po, — ﬁ)z + afiﬂ, which can be generalized to the

+4 H Plojr = 1fsjr = bj}, multi-licensed-channel case as P{s;; = s} = & s + g},szf,
3=t where s € {0,1}, & s and é,s are constants. Thus, Vb €

where the equality holds only when pg ., = 0. If by, = 0, in  {1,...,2™ } ok = P{sk = Bn(b)} = [T21 (85,00, +
a similar way, we have Ei B b)), 2F) = wp + Wy 2", where wy 2 [T & 5, (0]



z £ max{z1,...,2n}. The expression of w,; is compli-
cated but it is easy to see that, Wy is above bounded by
some wp. Since z € (0,1), wp, = limp_ oo pp k. Thus, the
channel state vector can be rewritten as pr = v + Op2k,
where v, = [’w1, R ,UIQm]/, VU, = [131’]@, ey ’f}gm’k]/. Let
U = [D1,...,D2m]’. As shown in the proof of Lemma 7, the
consecutive packet loss probability is P{v(k1,k2) = 0} =
Py, (P — (v + By, g 21 (@) oy,
Then, according to (28), the mean of the sequence { Xy | Xy =
(1 =) AXp 1A + W+ Q,W > 0,X, € Sg} becomes

E[X}] = (v + D) (®0)" udk XA

_izk+17i)/ (‘I)\I/)Z uAiQA/i
k+17i)/

— (U + Dy i2" ) (@T)) (PV)' uAW A"
+ (1= (v+0p12 1) (@T)u) W + Q.

If p(PW) p(A)?2 < 1, (®W)* — 0. Since PV < p (PV) I,
(Dr1-2" 1) (@V) ' < OjyyuM T (R0) <

a1 (). With p(®T) < p(i)% by Lemma
5. lim SRl ki (9W) AISA" = 0. Hence
— 00

klim Zi:ll(i;kﬂ,izk“’i)’ (V) uAiSA" = 0, where S
— 00

can be either @ or W. Thus, E[X}] converges to

3 [U’ (@U) uA'QA" + (1 — v'BTu) W + Q

i=1

+ U/ (I — V) (®T) ud'WA"

]E[Xoo] =

=Y v/ (20) uAd[Q + (1 - o)W]A".
i=0
Then, the lower and upper bounds as in (17) and (18) of the
current theorem are evident.

Though (18) can be used to compute the worst case perfor-
mance ratio in the way similar to Theorem 6, the computation
may be very complicated as the critical matrix can be nearly
in any form (may not be diagonalizable). Instead, we derive a
relaxed but much simpler bound for ¢.. Since v/ (P¥)" u <
Vp(@U)u = p(@U), B[Xo] < 3, p(@W)iAQ +
(1 — OWIA" = Ha(p(),[QF (L—o)W]). Thus,
Tr(E[Px]) < Tr(W(0)Ga(p(®¥))). Together with (30), we
can prove (19).

REFERENCES

[1] S. Haykin. Cognitive radio: brain-empowered wireless communications.
IEEE J. Select. Areas Commun., 23(2):201-220, 2005.

[2] M. Pan, P. Li, and Y. Fang. Cooperative communication aware link
scheduling for cognitive vehicular networks. IEEE J. Select. Areas
Commun., 30(4):760-768, 2012.

[3] W.-Y. Lee and LF. Akyildiz. Optimal spectrum sensing framework for
cognitive radio networks. IEEE Trans. on Wireless Communications,
7(10):3845-3857, Oct. 2008.

[4] J. Huang, Z. Han, M. Chiang, and H. V. Poor. Auction-based resource
allocation for cooperative communications. IEEE J. Select. Areas
Commun., 26(7):1226-1237, 2008.

[5] Y. Pei, Y.-C. Liang, K. C. Teh, and K. H. Li. Energy-efficient design of
sequential channel sensing in cognitive radio networks: optimal sensing
strategy, power allocation, and sensing order. [EEE J. Select. Areas
Commun., 29(8):1648-1659, 2011.

[6]

[7]

[8]

[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

(30]

H. Li, L. Lai, and V. Poor. Multicast routing for decentralized control
of cyber physical systems with an application in smart grid. IEEE J.
Select. Areas Commun., 30(6):1097-1107, 2012.

S.-Y. Lien, S.-M. Cheng, S.-Y. Shih, and K.-C. Chen. Radio resource
management for qos guarantees in cyber-physical systems. IEEE Trans.
Parallel and Distributed Systems, 23(9):1752-1761, 2012.

Y. Mo, T.-J. Kim, K. Brancik, D. Dickinson, H. Lee, A. Perrig, and
B. Sinopoli. Cyber—physical security of a smart grid infrastructure.
Proceedings of the IEEE, 100(1):195-209, 2012.

X. Cao, P. Cheng, J. Chen, and Y. Sun. An online optimization approach
for control and communication co-design in networked cyber-physical
systems. [EEE Trans. Industrial Informatics, 9(1):439—450, 2013.

W. Shen, L. Liu, X. Cao, Y. Hao, and Y. Cheng. Cooperative
message authentication in vehicular cyber-physical systems. /EEE Trans.
Emerging Topics in Computing, 1(1):84-97, 2013.

C. L Robinson and P. Kumar. Optimizing controller location in
networked control systems with packet drops. [EEE J. Select. Areas
Commun., 26(4):661-671, 2008.

S.L. Dai, H. Lin, and S.S. Ge. Scheduling-and-control codesign for a
collection of networked control systems with uncertain delays. [EEE
Trans. on Control Systems Technology, 18(1):66-78, 2010.

B. Sinopoli, L. Schenato, M. Franceschetti, K. Poolla, M.I. Jordan, and
S.S. Sastry. Kalman filtering with intermittent observations. IEEE Trans.
on Automatic Control, 49(9):1453-1464, Sep. 2004.

K. You, M. Fu, and L. Xie. Mean square stability for Kalman filtering
with Markovian packet losses. Automatica, 47(12):2647-2657, 2011.
A. Censi. Kalman filtering with intermittent observations: convergence
for semi-Markov chains and an intrinsic performance measure. [EEE
Trans. on Automatic Control, 56(2):376-381, 2011.

E. Rohr, D. Marelli, and M. Fu. Kalman filtering for a class of degenerate
systems with intermittent observations. In IEEE Conference on Decision
and Control, 2011.

D.E. Quevedo, A. Ahlén, and J. @stergaard. Energy efficient state
estimation with wireless sensors through the use of predictive power
control and coding. [EEE Trans. on Signal Processing, 58(9):4811—
4823, 2010.

L. Shi, P. Cheng, and J. Chen. Sensor data scheduling for optimal
state estimation with communication energy constraint. Automatica,
47(8):1693-1698, 2011.

A. Chiuso, L. Schenato. Information fusion strategies and performance
bounds in packet-drop networks. Automatica, 47(7):1304-1316, July
2011.

X. Liu, A. Goldsmith. Kalman filtering with partial observation losses.
In IEEE Conference on Decision and Control, volume 4, pages 4180-
4186, 2004.

X. Ma, S.M. Djouadi, T.P. Kuruganti, J.J. Nutaro, and H. Li. Control and
estimation through cognitive radio with distributed and dynamic spectral
activity. In American Control Conference (ACC), 2010, pages 289294,
2010.

X. Ma, S.M. Djouadi, and H. Li. State estimation over a semi-
Markov model based cognitive radio system. IEEE Trans. on Wireless
Communications, 11(7):2391-2401, 2012.

G. Taricco. Optimization of linear cooperative spectrum sensing for
cognitive radio networks. [EEE Journal of Selected Topics in Signal
Processing, 5(1):77-86, 2011.

L. Lai, H. El Gamal, H. Jiang, and H.V. Poor. Cognitive medium access:
Exploration, exploitation, and competition. I[EEE Trans. on Mobile
Computing, 10(2):239-253, 2011.

Y. Cheng, H. Li, PJ. Wan. A theoretical framework for optimal
cooperative networking in multiradio multichannel wireless networks.
IEEE Wireless Communications, 19(2):66-73, 2012.

X. Cao, J. Chen, Y. Xiao, and Y. Sun. Building-environment control with
wireless sensor and actuator networks: centralized versus distributed.
IEEE Trans. on Industrial Electronics, 57(11):3596-3605, 2010.

Y. Mo, B. Sinopoli. Kalman filtering with intermittent observations:
tail distribution and critical value. IEEE Trans. on Automatic Control,
57(3):677-689, 2012.

Z. Quan, S. Cui, A.H. Sayed, and H.V. Poor. Wideband spectrum sensing
in cognitive radio networks. In Communications, 2008. ICC’08. IEEE
International Conference on, pages 901-906. IEEE, 2008.

C. Cormio, K.R. Chowdhury. Common control channel design for
cognitive radio wireless ad hoc networks using adaptive frequency
hopping. Ad Hoc Networks, 8(4):430-438, 2010.

Y. Ephraim and N. Merhav. Hidden Markov processes. IEEE Trans. on
Information Theory, 48(6):1518-1569, 2002.



[31] G. Corradi, J. Janssen, R.Manca. Numerical treatment of homogeneous
semi-Markov processes in transient case—a straightforward approach.
Methodology and Computing in Applied Probability, 6(2):233-246,
2004.

A. Ghasemi and E.S. Sousa. Spectrum sensing in cognitive radio
networks: requirements, challenges and design trade-offs. IEEE Com-
munications Magazine, 46(4):32-39, 2008.

A. Tiwari, M. Jun, D.E. Jeffcoat, and R.M. Murray. Analysis of dynamic
sensor coverage problem using Kalman filters for estimation. In Proc.
IFAC world congress, 2005.

Y. Mo and B. Sinopoli. A characterization of the critical value for
kalman filtering with intermittent observations. In IEEE Conference on
Decision and Control (CDC), pages 2692-2697, 2008.

S. Chen and L. Tong. Maximum throughput region of multiuser
cognitive access of continuous time Markovian channels. /EEE J. Select.
Areas Commun., 29(10):1959-1969, 2011.

R.E. Bellman. Introduction to matrix analysis, volume 19. Society for
Industrial and Applied Mathematics, 1997.

[32]

[33]

[34]

[35]

[36]

Xianghui Cao (S’08-M’11) received his B.S. and
Ph.D. degrees in control science and engineering
from Zhejiang University, Hangzhou, China, in 2006
and 2011, respectively. During 2008-2010, he was
a visiting scholar in the Department of Computer
Science, the University of Alabama. Currently, he
is a postdoctoral fellow in Department of Electri-
cal and Computer Engineering, Illinois Institute of
Technology, Chicago. His research interests include
wireless network performance analysis, energy effi-
ciency of wireless networks, networked estimation
and control, and network security.

Peng Cheng (M’10) received the B.E. degree in
Automation, and the Ph.D. degree in Control Science
and Engineering in 2004 and 2009 respectively, both
from Zhejiang University, Hangzhou, PR. China.
Currently he is Associate Professor with Depart-
ment of Control Science and Engineering, Zhejiang
University. He serves as the publicity co-chair for
IEEE MASS 2013. His research interests include
networked sensing and control, cyber-physical sys-
tems, and robust control.

Jiming Chen (M’08-SM’11) received B.Sc degree
and Ph.D degree both in Control Science and En-
gineering from Zhejiang University in 2000 and
2005, respectively. He was a visiting researcher at
INRIA in 2006, National University of Singapore
in 2007, and University of Waterloo from 2008 to
2010. Currently, he is a full professor with De-
partment of Control Science and Engineering, and
the coordinator of group of Networked Sensing and
Control in the State Key laboratory of Industrial
Control Technology at Zhejiang University, China.
His research interests are estimation and control over sensor network, sensor
and actuator network, coverage and optimization in sensor network. He
currently serves associate editors for several international Journals including
IEEE Transactions on Control of Network Systems, IEEE Transactions on
Parallel and Distributed Systems, IEEE Transactions on Industrial Electronics
and IEEE Networks. He is a guest editor of IEEE Transactions on Automatic
Control, Computer Communication (Elsevier), Wireless Communication and
Mobile Computer (Wiley) and Journal of Network and Computer Applications
(Elsevier). He also serves as a Co-chair for Ad hoc and Sensor Network
Symposium, IEEE Globecom 2011, general symposia Co-Chair of ACM
IWCMC 2009 and ACM IWCMC 2010, WiCON 2010 MAC track Co-Chair,
IEEE MASS 2011 Publicity Co-Chair, IEEE DCOSS 2011 Publicity Co-Chair,
IEEE ICDCS 2012 Publicity Co-Chair and TPC member for IEEE ICDCS
2010, IEEE MASS 2010, IEEE SECON 2011, IEEE INFOCOM 2011, IEEE
INFOCOM 2012, IEEE ICDCS 2012 etc.

Shuzhi Sam Ge (5°90-M’92-SM’99-F’06) received
the B.Sc. degree from Beijing University of Aero-
nautics and Astronautics, in 1986, the Ph.D. degree,
and the Diploma of Imperial College (DIC) from
the Imperial College of Science, Technology, and
Medicine, London, UK., in 1993. He is the Di-
rector of Social Robotics Lab of Interactive Digital
Media Institute, and Professor of the Department of
Electrical and Computer Engineering, the National
University of Singapore, the Director of Robotics
Institute, and Professor of School of Computer Sci-
ence and Engineering, University of Electronic Science and Technology of
China (UESTC), Chengdu, China. He has (co)-authored four books, and over
300 international journal and conference papers. He is the Editor-in-Chief,
International Journal of Social Robotics, Springer. He has served/been serving
as an Associate Editor for a number of flagship journals including IEEE
Transactions on Automatic Control, IEEE Transactions on Control Systems
Technology, IEEE Transactions on Neural Networks, and Automatica. He also
serves as a book Editor of the Taylor & Francis Automation and Control
Engineering Series. At IEEE Control Systems Society, he served/serves
as Vice President for Technical Activities, 2009-2010, Vice President of
Membership Activities, 2011-2012, Member of Board of Governors of IEEE
Control Systems Society, 2007-2009. He is also a Fellow of IEEE, and
IFAC. His current research interests include social robotics, multimedia fusion,
adaptive control, intelligent systems and artificial intelligence.

Yu Cheng (S°01-M’04-SM’09) received the B.E.
and MLE. degrees in Electronic Engineering from
Tsinghua University, Beijing, China, in 1995 and
1998, respectively, and the Ph.D. degree in Electrical
and Computer Engineering from the University of
Waterloo, Canada, in 2003. From September 2004
to July 2006, he was a postdoctoral research fellow
in the Department of Electrical and Computer En-
gineering, University of Toronto, Ontario, Canada.
Since August 2006, he has been with the Department
of Electrical and Computer Engineering, Illinois
Institute of Technology, Chicago, USA, and he is now an Associate Profes-
sor. His research interests include next-generation Internet architectures and
management, wireless network performance analysis, network security, and
wireless/wireline interworking. He received a Postdoctoral Fellowship Award
from the Natural Sciences and Engineering Research Council of Canada
(NSERC) in 2004, and a Best Paper Award from the conferences QShine
2007 and ICC 2011. He received the National Science Foundation (NSF)
CAREER AWARD in 2011 and IIT Sigma Xi Research Award in the junior
faculty division in 2013. He served as a Co-Chair for the Wireless Networking
Symposium of IEEE ICC 2009, a Co-Chair for the Communications QoS,
Reliability, and Modeling Symposium of IEEE GLOBECOM 2011, a Co-
Chair for the Signal Processing for Communications Symposium of IEEE
ICC 2012, a Co-Chair for the Ad Hoc and Sensor Networking Symposium
of IEEE GLOBECOM 2013, and a TPC Co-Chair for WASA 2011. He is
a founding Vice Chair of the IEEE ComSoc Technical Subcommittee on
Green Communications and Computing. He is an Associated Editor for IEEE
Transactions on Vehicular Technology and the New Books & Multimedia
Column Editor for IEEE Network.

Youxian Sun received the Diploma from the De-
partment of Chemical Engineering, Zhejiang Uni-
versity, China, in 1964. He joined the Department
of Chemical Engineering, Zhejiang University, in
1964. From 1984 t01987, he was an Alexander Von
Humboldt Research Fellow and Visiting Associate
Professor at University of Stuttgart, Germany. He
has been a full professor at Zhejiang University since
1988. In 1995, he was elevated to an Academician
of the Chinese Academy of Engineering. His current
research interests include modeling, control, and
optimization of complex systems, and robust control design and its application.
He is author/co-author of 450 journal and conference papers. He is currently
the director of the Institute of Industrial Process Control and the National
Engineering Research Center of Industrial Automation, Zhejiang University.
He is President of the Chinese Association of Automation, also has served
as Vice-Chairman of IFAC Pulp and Paper Committee and Vice-President of
China Instrument and Control Society.




