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Abstract—As voice over IP (VoIP) increasingly gains pop-
ularity, traffic anomalies such as the SIP flooding attacks
are also emerging and becoming into a major threat to the
technology. Thus, detecting and preventing such anomalies is
critical to ensure an effective VoIP system. The existing flooding
detection schemes are inefficient in detecting low-rate flooding
from dynamic background traffic, or may even totally fail
when flooding is launched in a multi-attribute manner by
simultaneously manipulating different types of SIP messages.
In this paper, we develop an online scheme to detect and
subsequently prevent the flooding attacks, by integrating a novel
three-dimensional sketch design with the Hellinger distance (HD)
detection technique. The sketch data structure summarizes the
incoming SIP messages into a compact and constant-size data
set based on which a separate probability distribution can be
established for each SIP attribute. The HD monitors the evolution
of the probability distributions and detects flooding attacks when
abnormal variations are observed. The three-dimensional design
equips our scheme with the advantages of high detection accuracy
even for low-rate flooding, robust performance under multi-
attribute flooding, and the capability of selectively discarding
the offending SIP messages to prevent the attacks. Moreover,
we develop an estimation freeze mechanism to protect the
detection threshold from being polluted by attacks. Not only
do we theoretically analyze the performance of the proposed
detection and prevention techniques, but also resort to extensive
simulations to thoroughly examine the performance.

I. INTRODUCTION

Compared to the traditional public switched telephone net-
work (PSTN), voice over IP (VoIP) is a much more economic
technology, but with the tradeoff of more security concerns
due to its open infrastructure mainly based on the session
initiation protocol (SIP) [1] and the Internet protocol (IP).
The SIP flooding attack is among the most severe of all
because it is easy to launch and capable of quickly draining
the resources of both networks and nodes. The attack disrupts
perceived quality of service (QoS) and subsequently leads to
denial of service (DoS). Furthermore, SIP is a transactional
protocol and possesses multiple controlling message attributes;
the flooding attacks can thus bear diverse forms and together
initiate the multi-attribute attack. In order to achieve a secure
VoIP system, an anomaly defense system is desired to detect
the flooding attacks, classify the respective forms of them, and
prevent the attacks from bringing damages to the services.

Detecting anomalies from network traffic can be modeled
as distinguishing odd traffic behavior from normal behavior
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which is estimated based on history information. Such ap-
proaches resemble anomaly detection in the subject of statis-
tics [2], where measurements of the investigated data form a
time series for analysis. In the case of flooding attack, an intu-
itive choice for such measurements can be traffic volume/rate
since an unreasonable volume/rate burst can well imply some
malicious behavior on the network [3], [4]. However, one
major limitation of volume/rate-based monitoring is that low-
rate flooding can hardly be distinguished from the normal rate
fluctuation due to randomness. Fortunately, besides just minor
volume/rate changes, anomalies are likely to induce different
probability distributions from the normal one, which reveals
the presence of anomalies. The Hellinger distance (HD) [5]
is a well-known metric to describe the deviation between
two probability distributions, which has been used in [6] to
implement a flooding detection system with good sensitivity.
However, the scheme in [6] establishes a probability distribu-
tion by monitoring the relative proportions of four types of SIP
messages associated with four SIP attributes within the total
traffic. The detection method will become ineffective if the
four attributes are proportionally flooded simultaneously. We
refer to such an attack as multi-attribute attack in this paper.
Also through investigation, we find that as there is a relatively
large time difference between the BYE attribute and the other
three attributes due to call holding times, dynamic normal
traffic arrivals can severely undermine the effectiveness of the
scheme in [6]. Moreover, the scheme does not address the
important issues of how to protect the detection threshold from
being polluted by attacks and how to subsequently prevent the
attacks after detection.

In this paper, we develop a versatile scheme for detecting
and preventing the SIP flooding attacks in VoIP networks,
by integrating the sketch technique [3], [7] with the HD-
based detection for a more effective and flexible solution.
Sketch is capable of summarizing each of the incoming
SIP messages into a compact and constant-size data set by
random hash operations. Based on the sketch data set, we
can establish a probability distribution for each SIP attribute
independently, termed as sketch data distribution, which is
the cornerstone of our design. Especially, we design a generic
three-dimensional sketch: the sketch comprises multiple two-
dimensional attribute hash-tables (one for each SIP attribute),
and each attribute table consists of multiple element hash-rows
(one associated with a different hash function). The three-
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dimensional sketch design allows us to apply HD detection
to examine the anomaly over each SIP attribute separately
and therefore successfully resolve the multi-attribute attack.
The multiple element hash-rows provision a voting scheme
to improve detection accuracy. Also due to the separate
examination on each attribute, the time difference between
the attributes does not affect our scheme and we are able to
maintain high detection accuracy under dynamic normal traffic
arrivals. Furthermore, the multiple hash-row design with an
attribute table can be leveraged to identify the offending SIP
messages responsible for the flooding attack over the attribute
under consideration. We can then selectively discard those
messages to efficiently prevent the attack. In addition, we
develop an estimation freeze mechanism that can protect the
HD threshold estimation from being impacted by the attacks.
A side benefit of the estimation freeze mechanism is that the
durations of attacks can be identified.

We theoretically prove that our detection scheme can detect
the flooding attack over a SIP attribute with high probability,
assuming in an ideal case that the sketch data distribution
associated with normal traffic could be accurately measured
by a training data series. We also prove that when the
HD indicates an attack, an entry in an element hash-row
with a larger value than the estimated normal value must
be associated with some offending SIP messages, which is
the theoretical foundation for our prevention scheme de-
sign. Performance of the proposed techniques is validated
through extensive simulations and comparisons to the existing
SIP flooding detection solution. In summary, this paper has
four-fold main contributions. (1) By exploiting the sketch
technique, we decouple the probability model construction
from the specific SIP attributes, which significantly enhances
the flexibility of the HD-based detection. (2) We design a
novel three-dimensional sketch, which equips our scheme
with the advantages of high detection accuracy even for low-
rate flooding attacks, robust performance under multi-attribute
flooding attacks, and the capability of selectively discarding
the offending SIP messages to efficiently prevent the attacks.
(3) An estimation freeze mechanism is developed to protect
the detection threshold from being impacted by attacks and
determine the attack durations. (4) We thoroughly examine the
performance of the proposed techniques through theoretical
analysis and computer simulations.

The remainder of the paper is organized as follows. Sec-
tion II reviews more related work. Section III describes the
system model. Section IV presents the proposed SIP flooding
detection and prevention scheme. Section V gives the perfor-
mance evaluation results. Section VI provides discussions on
related issues. Section VII concludes the paper.

II. RELATED WORK

In the context of anomaly detection, several studies are
based on the classic time series forecasting analysis and outlier
detection [8]. Sketch [7] is a technique to summarize high
dimensional data and provide scalable and flexible input to the
time series forecasting model. Krishnamurthy et al. [3] utilize

sketch in detecting behavior changes. However, their approach
is based on the traffic volume, and requires the operation of
retrieving data values for given keys from sketch even in the
normal condition. This can incur relatively high computational
cost. In our scheme, we do not perform such operation.

Using the destination addresses to profile traffic is a com-
mon approach to address the DoS problem [9], [10]; even
though the attackers can be distributed, their target is con-
centrated on the victim addresses. This causes the traffic at
destination addresses to significantly deviate from the normal
condition and thus the attack will be detected. However, such
an approach is not practical in the SIP case as the victim of
flooding is usually a proxy server. The messages can be sent
to the proxy server no matter what addresses are in the SIP
destination header. In our work, we use the source addresses
to profile traffic. This allows us to both detect the flooding
attacks and identify the offending messages efficiently.

Surveys of the SIP security issues can be found in [14], [15].
The schemes presented in [11], [12] work effectively to detect
SIP flooding. In their work, SIP transactional models are built
to detect deviations from normal behaviors. However, these
schemes are customized specifically to the SIP protocol suite
and can not be easily generalized to other flooding detection
cases. Whereas in our scheme, we can use the attributes
associated with protocols other than SIP as keys to profile
traffic and have a generic method to detect flooding attacks.

III. SYSTEM MODEL

A. SIP-based VoIP

VoIP [16] utilizes SIP [1] as the application-layer signaling
protocol to establish, manage and terminate communication
sessions. At the transport layer, SIP normally favors the user
datagram protocol (UDP) over the transmission control proto-
col (TCP) due to the simplicity of UDP and the connection-
oriented nature of SIP itself. There are three basic components
in a SIP environment, which are user agent client (UAC), user
agent server (UAS) and SIP proxy server. These components
are identified using the SIP address, which has a similar form
to an email address, typically containing a username and a
host name, e.g., “sip:alice@iit.edu”. Messages are exchanged
between these components to perform ordinary SIP operations.

The SIP messages used to establish and terminate sessions
are basically INVITE, 200 OK, ACK and BYE. They are also
called the SIP methods or attributes. A UAC initiates a SIP
session by sending out an INVITE. Intermediate proxies look
over the destination SIP address in the message and forward
it to the destined UAS who will respond with a 200 OK.
An ACK message then finishes the three-way handshake to
establish the session and media will go directly between the
UAC and the UAS. When the session is finished after some
time (call holding time), it will be terminated by a BYE
message from either of the calling parties.

B. Threat Model

SIP is vulnerable to network anomalies such as the flooding
attacks. These attacks can be easily mounted by utilizing vari-

1162



ous SIP traffic generators openly available on the Internet, e.g.,
SIPp [13]. The victim SIP proxy servers can be overwhelmed
or even crushed by a large number of SIP messages within a
short period of time.

SIP utilizes multiple methods/attributes to manage sessions.
This provides possibilities for the attackers to take advantage
of the vulnerabilities of these attributes to launch different
forms of SIP flooding attacks. We describe some of these
attacks below. We see that a general detection/prevention
system is desired to defend these attacks.

1) INVITE Flooding: In this attack, thousands of INVITE
messages are generated and transmitted to the victim proxy
servers which can barely support all of them. Moreover, being
a transactional protocol, SIP may require the intermediate
proxy servers to maintain a state for each INVITE message
when they are expecting the associated 200 OK. Thus the
resources of these victim proxy servers could be exhausted
almost in real time if the attack rate is high enough.

2) BYE Flooding: The BYE message is used to terminate
SIP sessions. Therefore it can be utilized by the attackers
to bring down ongoing VoIP phone calls. More severely, the
attackers can just launch a brute force BYE flooding attack
to prematurely tear down most ongoing sessions in a VoIP
network without the knowledge of the SIP addresses of the
legitimate users. Such flooding attacks will cause call drops
over a big range of users immediately.

3) Multi-Attribute Flooding: Intelligent attackers can
launch different forms of SIP flooding attacks together to the
victim proxy servers in a distributed manner. In this case, not
only will the resources of the proxy servers be exhausted, but
all the ongoing sessions may also be torn down instantly at the
same time, which makes the multi-attribute flooding attacks
devastating to the VoIP service. Moreover, the attacks flood the
four SIP attributes simultaneously and thus do not change the
relative proportions of the attributes. Therefore the existing SIP
flooding detection solution [6] based on observing significant
deviations in such proportions will become ineffective against
the multi-attribute flooding attacks.

C. Detection and Prevention System

Our flooding detection and prevention system monitors the
SIP messages arriving at a proxy server. We implement it in a
firewall module, which can be deployed without modifying the
proxy server. The system operation is based on two techniques,
sketch and Hellinger distance.

1) Sketch: The sketch data structure is a probabilistic data
summarization technique. It builds compact and constant-size
summaries of high dimensional data streams through random
aggregation, by applying a hash function [17] to the data.
Specifically, we consider that each data item consists of a key
𝑘𝑖 and its associated value 𝑣𝑖, represented as 𝑎𝑖 = (𝑘𝑖, 𝑣𝑖),
for constructing a sketch. Data items whose keys are hashed
to the same value will be put in the same entry in sketch and
their values will be added up to obtain the value of that entry.
In our scheme, we use the SIP address as the key, and the

H
 h

as
h 

fu
nc

tio
ns

K sketch entries SIP
attrib

utes

1( )ih k

2( )ih k

( )iHh k

Fig. 1. Illustration of a three-dimensional sketch design.

value associated with each key is set as 1 indicating one SIP
attribute generated from that address.

Using sketch makes our scheme scalable. No matter how
many users exist in the VoIP network, sketch is able to derive a
constant-size traffic summary. More importantly, sketch allows
us to construct a probability distribution based on the sketch
entries, with no need to investigate the correlation among
different SIP attributes as described in [6].

2) Hellinger Distance: The Hellinger distance (HD) is
used to measure the distance between two probability dis-
tributions [5]. To compute HD, suppose that we have two
histogram distributions on the same sample space, namely,
P = (𝑝1, 𝑝2, ⋅ ⋅ ⋅ , 𝑝𝑛) and Q = (𝑞1, 𝑞2, ⋅ ⋅ ⋅ , 𝑞𝑛). The HD
between the two distributions is defined as follow

𝐻2(𝑃,𝑄) =
1

2

𝑛∑
𝑖=1

(
√
𝑝𝑖 −√

𝑞𝑖)
2. (1)

It is not difficult to see that the HD will be up to 1 if the
two probability distributions are totally different and down to
0 if they are identical. This property provides a good approach
to quantify the similarity of two data sets in either normal or
anomalous situations. Recall that we aim to build an anomaly
detection system which needs a statistical model to represent
the normal traffic condition and raises alarms when abnormal
variations are observed. The property of HD makes it well
suited to this role. A low HD value implies that there is no
significant deviation in the current traffic observations and a
high HD is a strong indication that anomalies have happened.

IV. DETECTION AND PREVENTION SCHEME DESIGN

In this section we describe our scheme to detect and prevent
the SIP flooding attacks. The scheme is based on integrating
the two techniques introduced in Section III, sketch and
Hellinger distance.

A. Three-Dimensional Design

The SIP flooding attack can bear different forms and thus
induce changes in multiple SIP attributes. We must be able to
isolate the changes across the attributes, then discriminate the
diverse attack forms and cope with the multi-attribute attack.

Fig. 1 gives an illustration of our three-dimensional sketch
design. The sketch comprises multiple two-dimensional at-
tribute hash-tables, each of which is built for a SIP at-
tribute. We build four such tables for the four SIP attributes
investigated. An attribute hash-table consists of 𝐻 element
hash-rows, each of which is associated with a different hash
function and has 𝐾 entries. We construct the hash functions
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using independent random seeds [17], and therefore they are
independent from each other. The hash functions are kept
secret because the seeds are not known to others. The three-
dimensional sketch design allows us to separately summarize
each of the SIP attributes. In the following, we first discuss
how to calculate an HD based on each hash-row, and then
describe the operation in the context of three-dimensional
sketch.

We divide time into discrete intervals and each interval is of
a constant length 𝑑. The messages associated with a certain SIP
attribute under consideration is indexed as a data stream. The
data stream then passes through two periods: a training period
and a test period. The training period contains 𝑇 consecutive
time intervals and the test period is the (𝑇 +1)th interval. We
build two sketches, one for the training period and the other
for the test period. The SIP address of each message is used as
key for the data to be put into the sketch. Such two sketches
can generate two probability distributions for HD analysis.

Based on the training set, we obtain a sketch data dis-
tribution 𝑃 . Suppose that the values of the 𝐾 entries are
𝑛1, 𝑛2, ⋅ ⋅ ⋅ , 𝑛𝐾 , and we denote 𝑁 =

∑𝐾
𝑖=1 𝑛𝑖. Then we define

the distribution 𝑃 as

𝑃 = (
𝑛1
𝑁
,
𝑛2
𝑁
, ⋅ ⋅ ⋅ , 𝑛𝐾

𝑁
). (2)

Similarly, we obtain a distribution 𝑄 based on the sketch
for the test period. Suppose that the values of the 𝐾 entries
of the test sketch are 𝑚1,𝑚2, ⋅ ⋅ ⋅ ,𝑚𝐾 , with 𝑀 =

∑𝐾
𝑖=1𝑚𝑖.

We can have the distribution 𝑄 as

𝑄 = (
𝑚1

𝑀
,
𝑚2

𝑀
, ⋅ ⋅ ⋅ , 𝑚𝐾

𝑀
). (3)

The Hellinger distance of the above two distributions is then
calculated as

𝐻2(𝑃,𝑄) =
1

2

𝐾∑
𝑖=1

(

√
𝑛𝑖
𝑁

−
√
𝑚𝑖

𝑀
)2. (4)

We monitor the data stream by tracing the HD. Assume that
there is no attack in the first training set, which initially rep-
resents the normal condition. To calculate the HD, we obtain
the “test” distribution 𝑄 from the current time interval and
the ”training” distribution 𝑃 from the immediately preceding
𝑇 time intervals. We continue this operation and move the test
and training periods forward respectively at each time interval,
as long as the HD is smaller than a threshold. Such a sliding
window mechanism better estimates the pattern of the data
stream than directly analyzing two consecutive individual time
intervals. It can well reflect the dynamics of the evolving traffic
and smooth sudden fluctuations in normal traffic.

All the 𝐻 hash-rows in an attribute hash-table independently
monitor the data stream associated with a certain SIP attribute,
following the same operation as described above. Similarly,
in the three-dimensional sketch, the four attribute hash-tables
investigate the four SIP attributes separately and are prepared
for the attack detection.

1 2 1i T i T i id d d d id
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Fig. 2. Sliding window in estimation freeze mechanism.

B. Threshold under Attack

1) Detection Threshold: As we want to utilize HD to
model the traffic behavior along time, a detection threshold
is needed to reflect the normal condition and be the actual
indicator of anomalies. Since normal traffic behaviors also
fluctuate over time and the distribution obtained based on
sketch may even not be stationary, the HD in the normal
condition will be non-zero and may dynamically change. In
order to properly model the behavior, we adopt the exponential
weighted moving average (EWMA) method in our scheme to
compute a dynamic threshold.

Let ℎ𝑛 denote the value of HD in the current time interval 𝑛.
To smooth its fluctuation, we calculate an estimation average,
𝐻𝑛, of ℎ𝑛 as

𝐻𝑛 = (1− 𝛼) ⋅𝐻𝑛−1 + 𝛼 ⋅ ℎ𝑛. (5)

Next, to have an estimate of how much 𝐻𝑛 deviates from
ℎ𝑛, we compute the current mean deviation 𝑆𝑛 as

𝑆𝑛 = (1− 𝛽) ⋅ 𝑆𝑛−1 + 𝛽 ⋅ ∣𝐻𝑛 − ℎ𝑛∣. (6)

Then given values of 𝐻𝑛 and 𝑆𝑛, we derive the estimated
threshold 𝐻𝑇ℎ𝑟𝑒

𝑛+1 following

𝐻𝑇ℎ𝑟𝑒
𝑛+1 = 𝜆 ⋅𝐻𝑛 + 𝜇 ⋅ 𝑆𝑛, (7)

where 𝜆 and 𝜇 are multiplication factors used to set a safe
margin for the threshold. Due to the ability of HD to accurately
monitor the difference between two probability distributions,
proper values of these two parameters may greatly reduce
false alarms. The parameters 𝛼, 𝛽, 𝜆 and 𝜇 are all tunable
parameters in the model. We set the initial values of them
according to previous research [6] and tune them in our
experiments to achieve desirable detection accuracy.

2) Estimation Freeze Mechanism: When the HD obtained
from a certain element hash-row exceeds the threshold, an
attack detection is registered. After this, if we continue the
update according to (5), (6), (7), the threshold will be polluted
by the attack as the attacking traffic will be taken into account
in estimating the threshold. To avoid this from happening, we
freeze the threshold and keep it as a constant as long as the HD
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is above it. Also, to prevent the attacking traffic from entering
the training set and thus keep the HD high only during attacks,
we modify the sliding window mechanism. As shown in Fig.
2, after an attack detection is registered at the (𝑖 + 1)th time
interval 𝑑𝑖+1, we freeze the current training set and only let the
test set proceed to the next time interval. This “one freezing
one proceeding” action only ends when the HD goes below
the threshold and the normal sliding window is then resumed.
Overall, the above operations are illustrated in Algorithm 1,
termed by us as the “estimation freeze mechanism“. As a side
benefit of the mechanism, we can determine the attack duration
𝐷 because the HD is above the threshold all through the attack
and immediately comes down right afterwards.

Algorithm 1: Estimation Freeze Mechanism
Input: SIP attribute stream
Output: Duration of the anomaly 𝐷
𝐷 = 0;
𝑑 = time interval length;
anomaly starting time 𝑡1 = 0;
anomaly ending time 𝑡2 = 0;
if 𝐻𝐷 surpasses threshold then

𝑡1 = time of 𝐻𝐷 surpassing threshold;
𝑡2 = 𝑡1;
freeze training set;
freeze threshold;
while 𝐻𝐷 > threshold do

proceed test set;
calculate 𝐻𝐷 between test set and freezed
training set;
𝑡2 = 𝑡2 + 𝑑;

end
𝐷 = 𝑡2 - 𝑡1;
else

proceed training set;
proceed test set;
update threshold;

end
end
return 𝐷;

We illustrate a comparison between two thresholds un-
der attack in the same traffic condition in Fig. 3. The left
one is estimated directly from HD without our estimation
freeze mechanism whereas the right one is obtained using
the mechanism. We see that without freezing the threshold
goes all the way up with HD when the attack is detected. It
is even much higher than HD after the detection and can not
reflect the normal traffic condition. Obviously such a threshold
mechanism loses track of the attack after the initial detection.
On the contrary, using our estimation freeze mechanism, the
threshold remains low and HD keeps high after the attack is
detected. Together they also explicitly determine the duration
of the attack. This provides a very clear indication of the entire
attack.
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Fig. 3. Comparison of thresholds under attack.

C. Attack Detection

As described above, to actually detect possible attacks, the
HD associated with a certain hash-row will be computed be-
tween the sketch data distribution constructed from the testing
set and that constructed from the training set. In an ideal
case, assuming that the normal probability distribution could
be accurately measured from the training set, the threshold for
detection can be set as 0. We have the following theorem.

Theorem 1: A flooding attack over a SIP attribute can be
detected with high probability by computing the HD between
sketch data distributions, assuming that the normal probability
distribution could be accurately measured from the training
set.

Proof: Consider an element hash-row in the attribute
hash-table under investigation. Suppose that the hash-row has
𝐾 entries. The total volume of normal traffic in the testing
set is 𝑀 , which is distributed into the 𝐾 entries according
to 𝑀 =

∑𝐾
𝑖=1𝑚𝑖, with 𝑚𝑖 denoting the volume counted

by the 𝑖th entry. Assume that there is a flooding attack with
total volume 𝑀 ′ added over the normal traffic in the testing
set, which is distributed to 𝐾 ′ (≤ 𝐾) entries according to
𝑀 ′ =

∑𝐾′

𝑖=1𝑚
′
𝑖. Let 𝑝𝑖 denote the probability mass of entry

𝑖, and 𝑝𝑖 = 𝑚𝑖

𝑀 in the normal situation. Assume that the
entry is contaminated by the attacking traffic, the probability
mass will then be 𝑝′𝑖 =

𝑚𝑖+𝑚′
𝑖

𝑀+𝑀 ′ . Assume that the training
set can accurately monitor the normal probability distribution
and the testing set is consistent with such a distribution. The
performance of the HD-based detection is then determined by
the relation between 𝑝𝑖 and 𝑝′𝑖 as

∣𝑝𝑖 − 𝑝′𝑖∣ =
∣∣∣∣𝑚𝑖

𝑀
− 𝑚𝑖 +𝑚′

𝑖

𝑀 +𝑀 ′

∣∣∣∣ =
∣∣∣∣𝑚𝑖𝑀

′ −𝑚′
𝑖𝑀

𝑀(𝑀 +𝑀 ′)

∣∣∣∣
=

∣∣∣∣∣
𝑚𝑖

𝑀 − 𝑚′
𝑖

𝑀 ′

1 +𝑀/𝑀 ′

∣∣∣∣∣ . (8)

Given a threshold of 0, the attacker needs to set the distribution
of the flooding traffic exactly as the normal distribution to
avoid being detected. A significant benefit of utilizing the
sketch data distribution is that the hash functions used by the
detection system will be kept secret to users. Therefore, it is
hard for the attackers to estimate the normal sketch data distri-
bution even if they can monitor the raw user data distribution.
Furthermore, the detection system can dynamically change the
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sketch hash functions for a higher level of security. If the
attacker attempts to guess the normal sketch data distribution
𝑚𝑖

𝑀 , the probability of guessing the correct value will be low,
because the value of 𝑚𝑖

𝑀 in a given entry can be considered as
a continuous random variable. In other words, our detection
system can detect the attack with high probability.

Theorem 1 demonstrates the ideal performance under ac-
curate distribution modeling. Practically, since random aggre-
gation of sketch brings information loss and normal traffic
itself is dynamic, the normal probability distribution may
change over time. Thus we can not monitor it that ideally in
practice and detection accuracy may be impacted. However,
the analysis shows us that attacks will indeed disturb the
probability distribution obtained from the test set and as a
result cause HD to rise.

In an attribute hash-table, each element hash-row registers
attacks independently when its associated HD exceeds the
detection threshold. To increase detection confidence and
assure high accuracy, we apply a voting procedure: if at least
𝑧 percent of the 𝐻 rows in an attribute hash-table register
attacks, a flooding attack alarm is finally raised.

D. Attack Prevention

After detecting the flooding attack, the next step is to
identify the offending SIP messages and discard them to
prevent the attack from reaching the proxy servers. In order to
achieve this, we first identify the anomalous sketch entries that
contain the offending messages in each row. Assuming that the
normal probability distribution could be accurately measured
from the training set, we have the following theorem.

Theorem 2: In a flooding attack context, when the HD-
based detection indicates an attack, there must exist entries
in a sketch hash-row for the testing set which has a larger
probability mass than that in the corresponding entry for the
training set, and such entries are definitely associated with
certain offending SIP messages.

Proof: In the normal situation, we assume that the normal
probability distribution could be accurately measured from
the training set and the testing set is consistent with the
distribution. Thus, we have 𝑚𝑖

𝑀 = 𝑛𝑖

𝑁 . In the context under
attack, the probability mass deviation in an entry 𝑖 is

𝑝′𝑖 −
𝑛𝑖
𝑁

= 𝑝′𝑖 −
𝑚𝑖

𝑀
=

𝑚′
𝑖

𝑀 ′ − 𝑚𝑖

𝑀

1 +𝑀/𝑀 ′ (9)

according to (8). When the HD detection indicates an attack,
there must exist entries where 𝑝′𝑖 ∕= 𝑛𝑖

𝑁 . Moreover, in such
entries, we must have 𝑝′𝑖 >

𝑛𝑖

𝑁 for some of them and 𝑝′𝑖 <
𝑛𝑖

𝑁

for others; otherwise the condition that
∑𝐾

𝑖=1 𝑝
′
𝑖 = 1 could

not be maintained. In those entries with 𝑝′𝑖 >
𝑛𝑖

𝑁 , the item

associated with offending messages 𝑚′
𝑖

𝑀 ′ must exist. However,
the entries with 𝑝′𝑖 <

𝑛𝑖

𝑁 may not include offending messages.
The reason is that the attacking traffic might only occupy
a subset of the entries in a hash-row, i.e., 𝐾 ′ < 𝐾. In the
leftover 𝐾 −𝐾 ′ entries, 𝑚′

𝑖 = 0 and offending messages are
not included.

According to Theorem 2, we mark entries whose probability
increases as possible anomalous entries. Suppose that we have
𝑝𝑖 as the probability mass of the 𝑖𝑡ℎ entry in one row from
the training sketch set and 𝑞𝑖 as the probability mass of the
same entry from the test set. Then, if the condition

√
𝑝𝑖 −√

𝑞𝑖 < 0 (10)

satisfies, we mark this 𝑖𝑡ℎ entry as a suspicious entry. We use
square roots of 𝑝𝑖 and 𝑞𝑖 as we have already obtained the value
of every

√
𝑝𝑖−√

𝑞𝑖 when calculating HD. Thus this operation
would not incur much more computational cost to our scheme.

Let 𝑈𝑗 denote the set of SIP messages that are mapped
to the suspicious entries of the 𝑗𝑡ℎ row in an attribute hash-
table. We then tag these messages in 𝑈𝑗 as offending message
candidates. Certainly there will be normal SIP messages
among these candidates because sketch hashes multiple users
to one entry. However, since each row in a table independently
performs random aggregation, offending messages and certain
normal messages which are hashed to the same entry in one
row are not likely to be hashed to one entry in other rows.
Thus, we identify the offending message set 𝑈 over all the 𝐻
rows in a table through

𝑈 =

𝐻∩
𝑗=1

𝑈𝑗 . (11)

This intersection of candidates filters out normal messages in
the suspicious entries. As a result, the set 𝑈 are finally believed
to just include the offending SIP messages.

Once the offending messages are identified, they will be
immediately discarded and only normal SIP messages can go
through. This ensures that the proxy servers will only serve
normal messages, and effectively prevents the attacks from
reaching the proxy servers and subsequently causing damages.

V. PERFORMANCE EVALUATION

We evaluate the performance of the proposed SIP flooding
detection and prevention scheme through simulation. The
analysis focuses on the INVITE flooding case first since other
SIP attributes can be addressed in a similar way. We also
investigate the advantage of our scheme over the detection
scheme in [6] where the effectiveness of the scheme [6] can
be severely undermined by the combination effect of dynamic
normal traffic arrivals and call holding time. Then we extend
our discussion to the cases of distributed denial of service
(DDoS) attack and multi-attribute attack.

A. Normal Traffic Behavior

In the normal condition, the average call generating rate is
uniformly distributed from 25 to 75 per second with a mean
of 50. The senders of the messages are chosen from 100,000
users. The numbers of messages from each sender are long tail
distributed which more likely resembles the real life situation.
The reason for this is that in an operational VoIP network,
users do not fairly make phone calls with the same frequency.
Most calls come from a relatively small number of heavy
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Fig. 4. Dynamic traffic rate.

users, whereas the rest lighter users who are the majority do
not make phone calls that frequently. Therefore we model the
user SIP addresses using the Pareto distribution [18]. Also,
to properly model the BYE messages, we set the normal call
holding time 𝐼 to 60 seconds the same as in [6].

We parse INVITE messages from the trace data. As in [6],
to achieve higher detection accuracy and lower computational
cost, we set the length of a time interval 𝑑 to 10 seconds.
Also, as longer training set better captures the pattern of the
traffic whereas shorter training set responds quicker to change,
in order to find a good balance between them, the number of
time intervals in a training set 𝑇 is set to 10.

We build two sketches for the training set and the test
set respectively and calculate the Hellinger distances between
their related element hash-rows along time as described in
Section IV. We find that the HDs are mostly distributed around
0.01 when we choose 𝐾 = 32 and 𝐻 = 5. These low HD
values show the similarity of the training set and the test set
when the traffic behaviors are normal.

B. Ineffectiveness of Rate Based Approach

In the flooding attack experiment, we use the normal traffic
described above as background and mix it with the flooding
traffic from an attacking source. In Fig. 4, we show the
dynamics of traffic rates when there are five attacks of 50
INVITEs per second from a single attacker mixed with the
normal traffic. The durations of the attacks are all 30 seconds.
We see that there is hardly a sign of abnormal behaviors in the
figure since the normal traffic itself has fluctuation as well.

C. Flooding Attack Detection and Prevention

1) Detection: We then apply our scheme to detect the same
five attacks of 50 INVITEs per second as described above. We
set the initial values of the parameters in the scheme according
to previous research [6] and empirically get their final values
as 𝛼 = 0.125, 𝛽 = 0.25, 𝜆 = 5, 𝜇 = 1 to achieve desirable
detection accuracy. Fig. 5 shows the dynamics of the HD
obtained from a hash-row and the associated threshold. The
five spikes clearly identify the five flooding attacks. Other rows
may not have the same detection accuracy due to different
aggregations of INVITE messages, but as we set 𝑧 = 80%,
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Fig. 5. Detection of flooding attacks.

the voting procedure finds an agreement among the five rows
and raises attack alarms accurately. Also in Fig. 5, due to the
“estimation freeze mechanism” applied, we can see that the
HD remains high and threshold keeps constant during attack.
They together precisely determine the duration of an attack,
which lasts for 3 time intervals, i.e., 30 seconds. Both the HD
and the threshold evolve with the dynamics of the traffic and
thus preserve the ability to detect attacks online. Whereas in
[6], the threshold does not react accordingly under attack and
remains low as if it is always estimated from normal traffic.
Compared to our threshold mechanism, theirs is not able to
accurately reflect the online traffic situation.

We repeat the experiments and change the attack rates
accordingly. The flooding rates vary from 15 per second to
500 per second. The purpose of choosing such a wide range
is to see that despite effectively detecting high rate flooding,
our scheme is even capable of identifying low rate attacks
which can hide in the normal traffic and still preserves high
accuracy. The detection results are shown in Table I. We can
see that our scheme is able to detect the attacks with 100%
accuracy when the attack rate is as low as 35 per second. Also,
even when the attack rate comes down to 15 per second, we
are still able to detect 88% of the attacks.

TABLE I
DETECTION RESULTS

Flooding
Rate

Number of
Experiments

Detection
Probability

15 50 88%
35 50 100%
50 50 100%
75 50 100%
100 50 100%
500 50 100%

We then compare our scheme to the detection scheme in
[6]. In their scheme, probability distributions are derived by
monitoring the relative proportions of the four SIP attributes
within the same period of time. However, as BYE comes
after a relatively long lag, i.e., the call holding time 𝐼 ,
compared to the other three attributes, its number within a
certain period of time is correlated to the number of the other
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Fig. 6. Limitation of existing detection scheme [6].

three attributes which arrived 𝐼 seconds ago (there are time
differences between the other three attributes, but they are
much smaller compared to 𝐼). Thus if the normal traffic arrival
rate is dynamic, the probability distribution derived from the
relative proportions of the four SIP attributes within the same
period of time will certainly have great fluctuations and result
in large deviation between the training set and the test set
even under the normal condition. Fig. 6 illustrates the HD and
the associated threshold calculated based on the scheme in [6]
from the same traffic condition where we obtain Fig. 5. We see
that the five instances of attacks are not detected, as the attacks
can not bring larger deviation compared to the normal traffic.
We figure that for the scheme in [6] to be more effective, the
standard deviation of the normal traffic rate needs be small.

Through above investigation, we learn that dynamic traffic
arrivals can severely undermine the effectiveness of the scheme
in [6] as BYE needs to arrive later due to call holding times.
Comparatively, our scheme establishes probability distribu-
tions and detects attacks over each attribute independently,
which eliminates the dependency on the correlation between
different attributes. Call holding times do not affect our
scheme and high detection accuracy is achieved even under
dynamic traffic arrivals. Therefore, our detection scheme is
more effective and flexible than the scheme in [6].

2) Prevention: For attack prevention, our scheme accu-
rately identifies all the offending INVITE messages from the
single attacker and can thus drop the messages to prevent the
attacks from damaging VoIP services. There are two facts con-
tributing to this high accuracy. First, all the offending messages
are aggregated to just one suspicious entry in each element
hash-row. Second, the intersection of the five suspicious entries
respectively from the five element hash-rows filter out the
involved normal messages and identify the offending ones.

D. DDoS Attack Detection and Prevention

1) Detection: In the case of the DDoS attack, numerous
attackers initiate flooding to a proxy server simultaneously.
To test our scheme against such attacks, we launch five DDoS
from 300 attackers through simulation. Fig. 7 shows that the
attacks cause obvious deviation in HD along time. The five
spikes of HD in the figure clearly identify the attacks. We
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Fig. 7. Detection of DDoS attacks.
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Fig. 8. DDoS prevention rate varying 𝐾 and 𝐻 .

repeat the experiments varying attacker numbers and rates.
The results show neither missed detection nor false alarm. The
principle behind this high detection accuracy is that sketch
randomly aggregates data in the 𝐻 element hash-rows and
deploys the same number of totally independent probability
distributions. Also, the numbers of messages from each sender
are long tail distributed. These make it very hard for the
attackers to capture the pattern of every sketch data distribution
deployed from the normal traffic in a large VoIP network.

2) Prevention: For the following attacker prevention, nu-
merous offending SIP messages are identified by our scheme.
However, there are still some missed offending messages that
we are not able to identify. This should be due to the fact
that the 𝐾 used by us is smaller than the attacker number.
In this case, every entry in one sketch row contains offending
messages, thus by applying (10) we can only find part of them.

We then investigate the attack prevention rate for the DDoS
attack. We vary the values of 𝐾 and 𝐻 to find out how the two
parameters affect the prevention rate. The results are illustrated
in Fig. 8. Clearly, when 𝐾 increases, the prevention rate
increases accordingly. As 𝐾 becomes larger than the attacker
number 300, we achieve almost 100% accuracy. Changing the
value of 𝐻 does not affect the result much. However, a larger
𝐻 leads to lower prevention rate since more rows tend to have
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less consensus. Also, a small 𝐻 can cause more false positives.
Thus we figure that an 𝐻 of 5 is a good enough value.

E. Multi-Attribute Attack

We generate distributed multi-attribute flooding attacks
through simulation. There are ten attack occasions in this
experiment. In each occasion, attackers flood the four SIP
attributes simultaneously to a proxy server. Results of the
experiment show that our scheme successfully identifies the
ten attack occasions of each SIP attribute. We build three-
dimensional sketch data sets to separately address each attack-
ing attribute. Thus our scheme is able to naturally discriminate
the different forms of SIP flooding no matter which attribute
is being used to launch the attacks.

VI. DISCUSSION

In this section we discuss some limitation of the proposed
detection scheme and a possible solution to the issue. Flooding
attacks can bear various forms to evade detection. One such
special form is the stealthy flooding. Under such attack circum-
stances, intelligent and patient attackers start with no rush from
a low initial rate. And then they will continue to periodically
increase the attack rate in a slow pace. This stealthy attack
does not cause sudden directly observable changes in traffic.
However, it can bring damages to the network in a long time
scale even though initially the attack may seem harmless.

Unfortunately, both the schemes in this paper and in [6] can
not efficiently detect the stealthy flooding attack. The reason
is that the attacking rate only increases slightly or even keeps
the same in consecutive time intervals, thus it can hardly cause
significant deviation between the two probability distributions
obtained from the training set and the test set. As a result, the
attack does not bring significant changes to HD over time and
is only able to slowly prompt the threshold higher rather than
driving HD to exceed the threshold.

To effectively detect the stealthy flooding attack, we should
quickly identify the deviation from normal traffic brought by
the attack. This means that we need to extract more detailed
information from the directly observed traffic which only
seems to change slowly. Such thoughts inspire us to resort
to wavelet analysis, a signal processing technique which is
able to decompose the observed traffic measures into different
levels and enable observations on these more detailed levels to
identify the deviation. We are currently working on this issue
to detect the stealthy attack [19].

VII. CONCLUSION

In this paper, we propose an online VoIP flooding detection
and prevention scheme by integrating two techniques, sketch
and Hellinger distance. Our three-dimensional sketch design
is capable of summarizing each SIP attribute separately and
deploying associated probability distributions. Based on these
distributions, the Hellinger distance is utilized to monitor
the normal traffic behaviors and detect attacks if any ab-
normal variations are observed. Also, the “estimation freeze
mechanism” presented shows its ability to both maintain the

information about normal behavior under attack and determine
the durations of the flooding attacks. A voting procedure is
applied to assure the detection accuracy. Moreover, we utilize
the random aggregation property of sketch and the consensus
between all the rows to selectively discard the offending SIP
message and subsequently prevent the attack. As we establish
probability distributions for each SIP attribute independently,
our scheme is fully effective to the multi-attribute attack. Our
experimental results show that the proposed scheme preserves
high accuracy on both attack detection and prevention. In our
future work, we will further develop our scheme to improve its
attack prevention rate against large number DDoS attacks and
more comprehensively evaluate the scheme using extensive
VoIP traffic traces. Also, we will work on to address the issue
of quickly and accurately detecting the stealthy flooding attack
based on the idea of wavelet analysis.
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