Secure Device-to-Device

Communications over VWiFi Direct

Wenlong Shen, Bo Yin, Xianghui Cao, Lin X. Cai, and Yu Cheng

Abstract
D2D communications facilitate proximal devices to directly communicate with each
other, bypassing cellular base stations or access points, and bring many benefits
such as improvement in both spectral efficiency and energy efficiency. Among exist-
ing D2D enabling techniques, the recently released WiFi Direct is one promising
protocol that offers high aoto rate D2D communications in local areas. However,
WiFi Direct is susceptible to security threats due to the open access of wireless
channels and lack of security infrastructures. In this article, we identify several
attacks that challenge WiFi-Directbased D2D communications. Since pairwise key
establishment lies in the area of securing D2D communications, we introduce a
short authentication-string-based key agreement protocol and analyze its security
performance. We also integrate the SAS-based key agreement protocol into the

existing WiFi Direct protocol, and implement it using Android smartphones.

evice-to-device (D2D) communications allow spatially

proximal devices to directly talk bypassing cellular base
stations (BSs) or access points (APs) [1-3]. Such a paradigm
shift from two-hop communications to one-hop ones can bring
many benefits such as spectral efficiency improvement, energy
saving, and delay reduction. Without the need for infrastruc-
ture, D2D technology facilitates mobile users sharing instant
information (e.g., pictures and videos) with each other even in
areas out of cellular coverage or with no AP [4]. It is becoming
an important enabling technology for mobile social networks [5]
so that friends in the vicinity can be automatically identified and
paired up for direct communications. Moreover, it is evolving to
enable so-called mobile ad hoc clouds, which exploit untapped
resources of a number of proximal devices to provision cloud
services such as data and computation offloading.

For devices within small areas (e.g., an office or a home),
WiFi is a good option for providing high data rate D2D com-
munications at relatively low cost. Evolved from WiFi, the WiFi
Direct specification, recently released by the WiFi Alliance,
suits D2D applications by removing the intervention of an AP in
both D2D link setup and data communications. Alternatively, it
allows devices to dynamically establish a peer-to-peer group and
negotiate who takes the role of AP as the group owner (GO)
[6]. Devices associated with a GO are called clients. Unlike
other D2D enabling techniques in local area networks, such as
WiFi in ad hoc mode and IEEE 802.11z, WiFi Direct provisions
the same quality of service (QoS) and energy saving mecha-
nisms as infrastructure-based WiFi.

Due to the open access nature of wireless communications,
D2D communications are vulnerable to a variety of attacks,
which raises critical security challenges [7-9]. For example,
adversaries may probe sensitive user data (e.g., the contact list
stored in smartphones) by listening to certain D2D links. An
attacker may also pretend to be another one to set up D2D
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links with unsuspecting users. Without a trusted infrastructure
such as an AP, it is the D2D users’ responsibility to secure
their communications and protect their sensitive data from
various kinds of attacks. Despite the WiFi Protection Setup
(WPS) mechanism inherited from the WiFi specification,
WiFi-Direct-based D2D communications cannot be spared
from those security challenges. Attacks (e.g., denial-of-service
[DoS]) are difficult to prevent with WPS [8]. Moreover, stud-
ies have shown that WPS has its own security holes, which can
be leveraged by smart adversaries to establish unsafe D2D
links. With the proliferation of smartphones and great poten-
tial demand for D2D communications, security protection
mechanisms are urgently needed.

In the literature, there are few studies on the security aspect
of D2D communications. In this article, we discuss the security
challenges and identify a number of attacks for D2D commu-
nications with WiFi Direct, for example, man-in-the-middle
attack and DoS. Pairwise key establishment lies in the kernel
for securing D2D links. With the established secure key, a vari-
ety of cryptographic encryption algorithms can be implement-
ed to secure D2D communication. To this end, we introduce a
short authentication-string-based key agreement protocol. We
implement the proposed protocol for file sharing applications
in a real system using Android smartphones. Experiments vali-
date the efficiency and effectiveness of the proposed protocol.

The remainder of this article is organized as follows. The
following section gives a brief introduction to WiFi Direct.
Security challenges are then discussed. Next, we present the
proposed key agreement protocol and the experiment results.
The following section discusses some future research issues.
Finally, we give concluding remarks.

WiFi Direct Overview

The WiFi Direct protocol enables two devices to establish
a D2D connection without the help of APs. Figure 1 shows
the procedure for D2D connection establishment using WiFi
Direct. First, two devices perform channel probing and dis-
cover each other. Then they negotiate to determine the group
owner (GO), which operates as an AP for this D2D connec-
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Figure 1. WiFi Direct protocol.

tion in a voluntary or random manner. During
the handshake process, each device sends a GO
intent value, and the device with the highest
value becomes the GO. After the devices have
agreed on their respective roles, the GO initi-
ates the WiFi security setup using WPS, and con-
ducts a Dynamic Host Configuration Protocol
(DHCP) exchange to set up the IP addresses for
both devices. Thus, the D2D connection between
these two devices is established.

WiFi Direct is built on the IEEE 802.11 infra-
structure mode, and thus can be seamlessly imple-
mented by legacy WiFi devices. Besides, WiFi
Direct inherits the features of traditional WiFi,
including QoS, power saving, and security mech-

\WiFi Direct

anisms, and has the capability of forming a more

stable and secure D2D underlying network than

traditional ad hoc networks. Two typical WiFi

Direct application scenarios are illustrated in Fig. 2:

* Two (or multiple) devices form a local ad hoc network. Mes-
sages and files can be shared among this network at no extra
cost. This is particularly useful when there is no cellular
connection or AP available.

* By WiFi Direct, a cellular-enabled device can share its Inter-
net connection with other devices.

Security Challenges for D2D Communication
via WiFi Direct

Despite all the benefits of the emerging WiFi Direct pro-
tocol, security is one of the major concerns that need to be
well addressed before this technique is widely accepted and
implemented. However, due to the open access and broadcast
nature of wireless channels, WiFi Direct is threatened by a
variety of attacks.

Attack Modes

As shown in Fig. 3, the most common attack vectors include
surreptitious eavesdropping, message modification, and node
impersonation.

Eavesdropping: The open access nature of the wireless
channel offers the attackers the convenience to listen to any
ongoing traffic over the wireless channel. Eavesdropping is
easily achievable by any traffic sniffing software, even without
requiring the attacker to have any advanced security or com-
puter technology. If the network traffic data is not encrypted,
privacy information involved in the D2D communications,
including personal data and location information, is exposed
to the eavesdropper.

Impersonation: The attacker may impersonate a legitimate
user by transmitting a message with the legitimate user’s
medium access control (MAC) and IP addresses. Without

Figure 2. WiFi Direct application scenarios: a) one device shares its cellular
connection; b) multiple devices form an ad hoc network.
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Figure 3. Attack modes: a) eavesdropping; b) impersonation;
¢) message modification; d) MITMA; e) DoS attack.

authentication information, the receiver has no way to tell the
real identity of the transmitter. A well educated attacker can
launch such an attack by programming its network adapter.
This kind of attack is highly achievable.

Message Modification: To modify ongoing traffic without
being noticed by legitimate users is much more difficult but
still possible. By using advanced full duplex radio techniques,
the attacker is able to receive and transmit signals simultane-

IEEE Network ¢ September/October 2016



ously. When the attacker captures ongoing traffic between the
transmitter and the receiver, he/she immediately imperson-
ates the transmitter, modifies the message payload as his/her
wish, and sends the modified message to the receiver using a
directional antenna at significantly higher power, producing a
capture effect. In such a case, the receiver will only decode the
modified message, while the transmitter has no idea that there
is an impersonation going on due to the directional antenna
the attacker uses.

Apart from the aforementioned three basic attack modes,
WiFi Direct communication faces some other, more sophisti-
cated potential security threats. These security threats either
take advantage of the protocol defects or are combinations of
the basic attack modes.

Man-intheMiddle Attack: MIMTA is a well-known attack in
wireless communications, in which the attacker makes inde-
pendent connections with legitimate users, and relays and
modifies the messages between them to make them believe
they are talking directly to each other over a private con-
nection. However, the entire communication is under the
attacker’s control. To avoid detection by legitimate users,
the attacker needs to intercept the original communication
messages and forge new ones, similar to the above message
modification and impersonating attacks. To defend against
MIMTA, mutual authentication is required.

Denial of Service Affack: A typical attack model is that in the
discovery phase of the WiFi Direct protocol, the attacker
sends bogus requests and responses to the legitimate users
to launch a flooding attack by saturating the target device
with discovery requests so that it cannot respond to legitimate
requests. Another possible DoS attack model is in the applica-
tion scenario in Fig. 2a, where one of the devices may launch
such an attack by uploading heavy data to the Internet via the
WiFi Direct GO. Because the WiFi Direct underlying network
operates at a much higher bandwidth than the GO’s cellular
uplink connection, the data uploading traffic has little impact
on the underlying WiFi Direct network, but consumes all of
the GO’s uplink bandwidth. Thus, the remaining devices are
not able to properly utilize the GO’s Internet connection [§].

The prevention of DoS attacks requires countermeasures in
the design of peer discovery protocols and misbehavior flow
detection mechanisms. However, other listed attack modes are
ready to be solved by cryptography methods: encrypting the
network traffic can protect data privacy from eavesdroppers;
a message authentication code (MAC) or digital signature can
guarantee the integrity and authentication of the communica-
tion messages. Symmetric and asymmetric key cryptography
algorithms have been well studied; each of them can provide
desired protections to the network data, so the essential prob-
lem becomes how to establish or distribute the secure key
between the users of WiFi Direct.

Limitations of WiFi VWPS

WiFi Direct implements WiFi Protected Setup (WPS) to
establish a secure connection via a PIN or pushbutton configu-
ration (PBC). The design goal of WPS is to allow home users
with little wireless security knowledge to easily set up a secure
WiFi connection. In WPS, the WiFi Direct GO works as the
registrar, which issues network security credentials to the
enrollee (WiFi Direct client). Following WPS, WiFi Protected
Access (WPA) or WiFi Protected Access II (WPA2) protocol
generates secure keys and provides protection to the network
traffic. However, a major security flaw of the PIN feature of
WPS has been discovered[10], which allows the attacker to
recover the WPS PIN within a short time. With the WPS PIN,
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Figure 4. Pairwise key establishment: a) Diffie-Hellman key
agreement protocol; b) the MITMA in Diffie-Hellman; c)
the SAS-based key agreement protocol.

the secret key generated by WPA/WPAZ2 can also be revealed.
Besides, the PBC feature of WPS is also vulnerable[11]: an
active attacker can gain access to the registrar or enrollee, or
intercept and modify any messages between them.

Pairwise Key Establishment

To secure WiFi Direct D2D communications, a cryptography
key is required to perform the cryptography algorithms such
as encryption and authentication. However, how to generate
and distribute the cryptography keys among WiFi Direct users
is not a simple task. In this section, we analyze the problems
of key generation without a prior shared secret, and briefly
introduce one typical device pairing protocol utilizing a short
authentication string (SAS).

A key distribution center (KDC) or a public key infrastruc-
ture (PKI) would be the first choice for key distribution and
management in most cases. However, in the WiFi Direct appli-
cation scenario, in most cases users establish their D2D links
in a dynamic and distributed way; hence, security infrastruc-
tures and certification authorities may not exist. On the other
hand, due to the diversity of device manufacturers and lack
of unified standards, preloading secure keys into devices is
neither efficient nor practical. Thus, establishing a session key
during the WiFi Direct group formation process would be the
proper choice for WiFi Direct D2D communications.

Security Concerns for Key Establishment

To let two end users of the D2D link interactively negotiate a
secret key would be one straightforward method, but such a
secret key established by human negotiation is in most cases
too weak. An attacker with significant computation power can
easily crack this weak secret key by brute force within a short
time. In research and real world applications, the Diffie-Hell-
man key agreement protocol is the most common approach
for two individuals to establish a shared secret key.

As shown in Fig. 4a, Diffie-Hellman key agreement allows
two individuals with no prior knowledge to jointly establish a
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shared secret key, even though they can only exchange messag-
es over public insecure communications channels. The proce-
dure of Diffie-Hellman key agreement is as follows: Assume g
is publicly known to Alice and Bob (if not, Alice can broadcast
it), Alice and Bob randomly generate a and b, then compute
g% and gP, respectively. Alice sends g* to Bob and Bob sends
gb to Alice. At the final stage, Alice computes K = (g9)b, and
Bob computes K = (g#)>. Both Alice and Bob will arrive at
the same value, since (g#)? and (g¢)? are equal. K will be the
shared secret between Alice and Bob, and subsequently can be
used for encryption or authentication in their future communi-
cations. The implementation of Diffie-Hellman key agreement
requires some amount of computation capacity, since a and b
can be large numbers. However, mainstream mobile devices
on today’s market have achieved gigahertz processor frequen-
cy; thus, using Diffie-Hellman key agreement to establish a
secure enough shared secret, say, 156 bits, can be conducted
within seconds.

It is well known that the Diffie-Hellman key agreement
protocol is vulnerable to the MITMA. As illustrated in Fig. 4b,
since g% and gb are exchanged over the public channel, there
is no way for Alice to know for sure whether gb comes from
Bob, and vice versa. Alice will establish a shared secret with
whoever transmits gb, who might not be Bob. The essential
reason that the MITMA is possible lies in the lack of mutual
authentication between these two individuals. It has been for-
mally proved using BAN logic that device authentication using
a single channel is not possible [12]. To provide the desired
authentication, an out-of-band channel is desired. Such a
channel, sometimes called a “human assisted channel,” can-
not be manipulated by the attackers, and thus can be trusted.
With an out-of-band channel, one intuitive solution for Alice
and Bob to authenticate each other would be that they both
compute a hash value of the obtained shared key and then
compare the hash values 4(K) via the out-of-band channel
(e.g., visually or verbally). If the mutual authentication process
agrees, both Alice and Bob can confirm that the result of the
Diffie-Hellman key exchange is valid between them.

The main issue about the above authentication procedure
using hash is that the number of bits that need to be compared
is too large. The output of a cryptographic hash function is
usually over 128 bits (32 hexadecimal digits), so visually or ver-
bally comparing them is inefficient and fallible. Using trunca-
tion of the hash code can reduce the number of bits needed to
be compared and hence improve user friendliness, but at the
same time drastically reduce the security level. For example,
[13] shows that an attacker with significant computing power
can crack a 32-bit truncated hash code in less than 1 s.

A ShortAuthentication-String-Based Key Agreement

Protocol

Much research attention has been focused on designing a pair-
wise key agreement protocol that involves minimal mutual
authentication or human interaction. Here we briefly intro-
duce one key agreement protocol that is based on the authen-
tication of a very short string. This protocol provides optimal
security level in regard to the length of bits required to be
mutually authenticated.

As shown in Fig. 4c, the short authentication string (SAS)-
based key agreement protocol utilizes a cryptography commit-
ment scheme. A commitment scheme enables one to hide a
chosen value through a commit operation, transforming this
value into a commitment/opening pair. Anyone who obtains
this pair of values is able to reveal the committed value deter-
ministically via an open operation. The commitment value
alone, however, leaks no information about the hidden value.
An efficient construction of a commitment scheme can be
achieved by using a cryptographic hash function [14]. Specif-

ically, assuming that H is a cryptographic hash function, we
have the following commitment scheme:
* Commit: Given x, randomly pick r «<- {0, 1}”* and compute ¢

= H(x,r).

* Open: Let d = (x, r). Output x if ¢ = H(x, r).

The efficiency and security level of such a commitment
scheme directly depends on the hash function in use.

By adopting a commitment scheme for mutual authenti-
cation, the SAS-based key agreement protocol enhances the
security level of the traditional Diffie-Hellman key agreement
protocol, protecting it from an MITM attack. Besides their
Diffie-Hellman parameters g# and gb, Alice and Bob need to
generate a value in the form of the concatenation of their
respective identifier, Diffie-Hellman parameter, and a k-bit
random string. The chosen value of Alice is denoted as m, =
ID4||g%||N4. Then Alice employs a commitment scheme to
commit my. (¢, d) is the commitment/opening pair.

In order to establish a secret key, Alice and Bob exchange
a series of messages over the public channel. To begin with,
Alice sends the commitment value ¢ to Bob. Bob then sends
his value mp to Alice. After receiving mpg, Alice sends the
opening value d of m, from which Bob can reveal the chosen
value of Alice through the open operation.

Before generating a shared secret key based on the
exchanged Diffie-Hellman parameters, Alice and Bob need to
authenticate each other over an out-of-band channel. In SAS-
based key agreement, Alice and Bob generate a k-bit authen-
tication string S4 = Ny @ N and S = Ny @ Np where Np
and N4 are extracted from mp or the revealed my, respective-
ly. Then, over the trusted channel, they verify whether S4 =
Sp. The mismatch of these strings indicates the existence of
an MITM attack. Alice and Bob would stop the current key
establishment process.

Security Analysis

In this SAS-based key agreement protocol, Alice has to com-
mit on my before actually seeing mp, and Bob has to submit
an mp before actually seeing m,. Thus, if Eve attempts to
launch an MITMA, no matter what attacking strategy Eve
applies, he has to first commit to or submit an mg, which con-
tains his authentication string Nz. Suppose Eve initiates a pro-
tocol with Bob pretending to be Alice; first, she will commit to
an mg = ID4||g¢||Ng and send the commit value cg to Bob.
After receiving Bob’s reply mp, Eve can modify mp into m'g
= IDg||g?|INp and forward it to Alice. But when it comes to
the mutual authentication stage, Alice and Bob will compare
Sg = Ng ® Ng with §4 = Ny @ Np through the out-of-band
channel and find out that S, # Sg. The only chance that Eve
can launch a successful attack by making Alice and Bob agree
on the authentication string is to have Nz = Ny, and she can
only achieve this by random guessing the right N4, with prob-
ability 2-*. If Eve attempts to launch an attack by replying Mg
= IDg||g¢||Ng to the protocol initiator Alice, similar analysis
follows.

The bit length k of the authentication string can be tuned to
balance the security level and usability. With a larger k, attack-
ers have a smaller possibility to launch a successful attack, but
the two users need to compare a longer string via the out-of-
band channel. Usually a 20-bit (5 hexadecimal digits) authen-
tication string is secure enough, which provides a security level
similar to an ATM.

A Case Study

We implement a secure file transfer Android application by
incorporating secure key establishment functionality into a
conventional WiFi Direct application. Our application allows
users to establish pairwise secret keys which can then be used
to encrypt data transmitted via D2D connection. The modified
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Figure 5. Secure WiFi Direct protocol.

WiFi Direct protocol is shown in Fig. 5. Screenshots of our
developed application are illustrated in Fig. 6. Our application,
based on the WiFi Direct Demo [15], is implemented on two
Google Nexus 5 smartphones with Android 4.4 Kitkat. A hash-
based commitment scheme [14] is employed in our implemen-
tation, which would not incur too much computational burden
during the key agreement phase.

We list, in hexadecimal values, some of the Diffie-Hellman
parameters and authentication for N strings of one instantia-
tion. The prime number p is set to be 40 digits, which could
generate a roughly 130-bit secret key. The authentication
string consists of 5 hex characters, which is easy to compare
and can achieve a strong security level. The overall running
time for the key agreement process, including the computa-
tion time as well as the communication delay, is negligible on
Nexus 5 with its 2.26 GHz processor.

Future Research Issues
QutofBand Secure Channels

The introduced SAS-based key agreement protocol requires
users to compare an authentication string using an out-of-band
channel. Displaying the authentication string on a user device’s
screen is one straightforward way; however, features of recent
smartphones allow users to compare the authentication string
in more convenient and efficient ways. For example, the authen-
tication string can be displayed in the form of quick response
(QR) codes, and the users can simply verify the QR codes using
smartphone cameras. Some smartphone models feature a near
field communication (NFC) module, which can also be used as
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Figure 6. Experiment on Android smartphones.
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an out-of-band channel for the mutual authentication process.
How to explore and utilize the advanced features of today’s
smartphones as the out-of-band channel in the key agreement
protocols to reduce the authentication overhead and enhance
user experience is one important research issue.

Physical Layer Key Generation

Physical-layer-based secret key generation methods have
been proposed in recent years as alternative solutions for the
traditional Diffie-Hellman key agreement protocol. Unlike
Diffie-Hellman key agreement, with security relying on the
computational hardness of the discrete logarithm problem, the
physical-layer-based method is based on the randomness and
uniqueness of wireless fading channel properties: temporal
variation, spatial variation, and reciprocity. Physical-based key
generation can achieve information-theoretical secrecy and
provide more flexibility for securing wireless links. However,
the key generation rate in current physical layer methods is
very low. Users have to send lots of channel probing packets to
achieve a secret key with enough bits and randomness. More
research attention is needed to reduce the communication
overhead and key generation time.

Conclusion

In this article, we have proposed a secure WiFi Direct pro-
tocol that can be used for secure D2D communications.
We have first analyzed the potential security threats and
challenges for the emerging WiFi Direct protocol. Then we
have discussed how to efficiently establish a cryptography
key to protect the WiFi Direct communications. We have
also demonstrated an experiment
implementation of the introduced key
agreement protocol on Android smart-
phones. Finally, future research issues
have been discussed.
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